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ABSTRACT

Context. Health information sharing improves the performance of patient self-management when
dealing with challenging chronic disease care. Cloud computing has the potential to provide a more
imaginative long-term solution compared with traditional systems. However, there is a need for
identifying a suitable way to share patient health information via cloud.

Objectives. This study aims to identify what health information is suitable and valuable to share from
a type 2 diabetes patient when multiple stakeholders are involved for different purposes, and find out a
promising and achievable cloud based solution which enables patients to share the health information
what and where they want to share.

Methods. To get a clear and deep understanding on the subject area, and identify available knowledge
and information on relevant researches, a literature review was performed. And then, a prototype on
the case of type 2 diabetes is implemented to prove the feasibility of the proposed solution after
analyzing the knowledge acquired from literatures. Finally, professionals and patient were interviewed
to evaluate and improve the proposed solution.

Results. A hybrid cloud solution is identified as a suitable way to enable patient to share health
information for promoting the treatment of chronic disease.

Conclusions. Based on the research with type 2 diabetes, it was concluded that most records in daily
life such as physiologic measurements, non-physiologic measurements and lifestyle are valuable for
the treatment of chronic diseases. It was also concluded that hybrid cloud is suitable and achievable
for sharing patient-recorded health information among trusted and semi-trusted stakeholders.
Moreover, anonymous and patient opt-in consent model are suitable when sharing to semi-trusted
stakeholders.

Keywords: health information sharing, hybrid cloud, self-management, chronic disease
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1 INTRODUCTION

This chapter will describe the background of the problems brought by chronic disease,
potential solution, and some related works. Then this chapter will continue with the aim of
this research, research questions, selected research methodologies and expected outcome.

1.1 Background

Chronic diseases, such as diabetes, chronic obstructive pulmonary disease and
cardiovascular disease, have become a main challenge to health sectors around the world.
According to the report by WHO [25], almost 1 in 10 adult has diabetes in the world, and
over 90% of all diabetes cases are type 2 diabetes. The incidence and prevalence of chronic
diseases is continuing to increase [1]. This challenge asks for a new eHealth approach.
Today patients suffered from chronic diseases have to be checked and monitored from time
to time, and result in high cost, time consuming and inconvenient for patients [1]. Meanwhile
most of the cases for chronic diseases do not need urgent medical diagnosis and treatment. It
is therefore more appropriate to adopt effective approach to trace and control the patients’
conditions via the healthcare services such as physiological signals monitoring and recording
[2] at the home environment.

Thanks to the development of information and communication technology (ICT), the
feasibility of home based eHealth has been highly raised [2]. Many physiological signals can
be measured by individuals in their living environments during daily activities [3]. It would
be efficient if various aspects health parameters could be recorded by the patients themselves
at homes and shared to the certain healthcare provider. This leads to the eHealth
applications’ providing favorable long-term monitoring and healthcare. The home based
eHealth enables independent living at home and improves the quality of life for individuals.
For instance, patient suffered from diabetes could record clinical parameters such as blood
sugar level, cholesterol, triglycerides by digital health devices. Simultaneously, the effect of
environmental factors such as nutrition, stress and exercise should also be taken into account
[4]. Doctor could provide some clinical suggestions by monitoring the patient through all
these daily recorded health data, which was shared by patient.

In addition, the process of this long-term monitoring will generate massive samples of
patient self-recording health data. Consider the huge number of patients, there is a big
volume of data to be mined. Most of patients do not have much knowledge on healthcare,
they may not have the ability to catch “signals” from their daily health data. So if they share
their health data to third party web based applications for analysis, they can receive some
useful feedback to help them to have a clearer understanding of their state of health or some
suggestions. So, if the patients volunteer to share their dairy health data to other healthcare
research institutions or service providers, it will benefit the research of the chronic disease,
and give improved and appropriate treatment to the patients as well. For instance, Huang et
al. [5] proposed a model of chronic diseases prognosis and diagnosis, integrating data mining
and case-based reasoning, the knowledge can be discovered from these shared large volumes
of data.

Due to the high demand of workload for uploading and sharing these huge amount patient
dairy health data, the traditional server-client computing system is no longer suitable. Cloud
computing provides a better way to achieve sharing these data to hospital and third-party
research or healthcare institutions. According to the definition of U.S. National Institute of
Standards and Technology (NIST) [6], “a model that can provide distributed, rapidly
provisioned and configurable computing resources (such as servers, storage, applications,



networks and other services), which are on-demand, rapid elastic and measured, to whom
have network connections”.

Because of the obvious scalability, flexibility and availability at low cost of cloud services,
there is a rapid trend of adopting cloud computing among enterprises or health-related area
last few years [7]. Sabah Mohammed et al. [8] proposed a distributed, modular and scalable
system, which called Health Cloud Exchange (HCX), allows for sharing different
Continuity of Care Record (CCR) Electronic Health Records (EHRs) and discovering
related healthcare services to be used by client programs. Carlos Oberdan Rolim et al.
proposed a cloud based solution for patients’ vital data collection in [9], which automates the
collecting process by using wireless sensor networks. It makes the data collection real-time,
and enables the data to be processed by expert systems or medical staff in the cloud. To take
the idea further, cloud computing allows the construction of web-based applications, which
implement all the needed medical workflows.

However, there are barriers for sharing health information through cloud. The patient health
information is very sensitive since it includes personal information, probably the details of
medical history, symptoms, treatment, associated diseases or even the family health history
[4]. Besides, privacy and security are always the barriers for widely adopting cloud
computing in some area. It brings many new challenges for data security and access control
when users outsourcing sensitive health data for sharing on cloud servers [10]. Moreover, the
threats to privacy and security may not just be brought from the using of cloud computing,
the involving of third party institutions brings more complicated problems. The certain
doctor in hospital, who is trusted and authorized, absolutely has the access to the health
information including personal information. But patients certainly do not want their personal
information or some other sensitive part to be shared to other one who is not fully trusted or
not authorized. The mechanism of selecting health information for sharing should obey the
patient’s willing and relevant regulations, not just the usefulness of health information.
Either in the European Union (EU) and the United States (US), there are regulations to
address the security and privacy issues in the sharing of electronic health information, such
as ISO/TS 18308 standard and Health Insurance Portability and Accountability Act (HIPAA).
In Sweden, The Patient Data Act (2008:355) [11], governs all aspects of patient records
using.

Another issue is the selection of cloud deployment model. Cloud systems can be divided into
four categories from the view of deployment model: public cloud, private cloud, community
cloud and hybrid cloud [6]. Each deployment model has different organizational structure
and different provisioning location. It results in different utilization style, security level and
other characteristics offered by these four deployment models. There are many crucial
requirements on sharing health information among groups of different credibility, such as
privacy, accessibility and utility. Adopting an inappropriate cloud deployment model will
bring problems.

This study will try to find out a solution to address these issues. Since it is impossible to
study all kinds of chronic diseases during a limited period of time, and the pattern of health
data sharing of many chronic diseases is similar, therefore this study will take the frequently-
occurring disease, type 2 diabetes, as a case to start with.

1.2 Related Work

There have been many researches related to this area. M. Hussain et al. proposed a Smart
Clinical Decision Support System (Smart CDSS) [12]. It gathers data from diverse
modalities, such as sensors, patient profile information, social media, clinical knowledge



bases and medical expertise, with cloud architecture to generate standards-based
recommendations to patients. But this CDSS lacks of some important health data from
patient daily life when adopting it to chronic disease patient, such as physiological
measurements, diet or daily activities.

For exchange health data between eHealth applications and health information systems, A. S.
Radwan et al. [13] proposed a cloud based solution which emphasizes standardizing a data
exchange mechanism and interoperability between health information systems and eHealth
applications. In addition, this system allows patient to create and store PHR, and allows
healthcare professionals to access to PHR. In this system, Information Systems (HIS) and
third party eHealth applications were combined in the same environment, it will probably
bring potential problems. Another approach is a web based data management application
proposed by SS Deo et al. [4]. It is used to collect, manage and analyze medical information
of patients who suffered from diabetes. This system allows both authorized healthcare
providers and patients have access to data for updating and analysis.

To meet the increasing requirements of enabling chronic disease patients to manage and
improve their healthcare delivery, a distributed service application on supporting chronic
disease self-management was proposed by Ali Sunyaev et al. [14]. The proposed application
will keep tracking blood glucose and other related health measurements, allow reviewing
history records by displaying graphs over a period or comparing several periods. To enhance
the usability and interoperability, this system is able to integrate with the Microsoft
HealthVault and the closed Google Health. But this application lacks of information sharing,
it is just for personal using, therefore it has no concern on security and privacy.

For collecting patients’ vital data, C. O. Rolim et al. proposed a cloud based solution in [9],
which automates the collecting process by using wireless sensor networks. It makes the data
collection real-time, and enables the data to be processed by expert systems or medical staff
in the cloud. L. Fan et al. [15] identified the concerns on service integration, large scale
deployment, and security, integrity and confidentiality of sensitive medical data. For
addressing these challenges, they proposed the cloud based solution Data Capture and Auto
Identification Reference (DACAR). But in this solution, there is no concern on what actually
be shared and what is the role of hospital.

1.3  Aims and Objectives

The aims of this thesis are to identify a suitable form of health information sharing for
chronic disease self-management, figure out the problems of using cloud computing to
achieve health data sharing among multi-groups, and find out a suitable solution to address
these problems. The solution should enable patient to share the health information what and
where they want to share, and improve the quality and expandability of chronic disease self-
management. To prove the feasibility and practicality of the notion, the research will start
with the self-management of type 2 diabetes, and then a prototype will be implemented and
evaluated.

The aims will be achieved by addressing the following objectives:

e Find out what have been done in health information sharing in similar application
scenario (either based on cloud computing or other techniques) through literature
review and online search.

o Identify a form to record and share health information for the treatment of type 2
diabetes and guarantees privacy and security in the case of self-management.



¢ Identify the challenges when using different deployment models of cloud computing
to share sensitive data among multiple groups which have different credibility.

e Find out a suitable and feasible solution by prototype design to address the
challenges when using cloud computing to share sensitive data among multiple
groups which have different credibility.

1.4  Research Questions

RQ1: What form of patient self-management health information sharing guarantees privacy
and security when utilizing cloud computing among trusted and semi-trusted stakeholders?

RQ2: Which cloud deployment model is suitable for sharing patient-recorded health
information among trusted and semi-trusted stakeholders?

1.5 Research Methodology

For figuring out the challenges and answering our research questions, literature review,
prototype and interview will be performed. Figure 1 shows the anticipated research process
and relevant knowledge gained by certain work. The details will be described as following.
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1.5.1 Literature Review

At the beginning of the research, a clear and deep understanding on the subject area is
needed. Furthermore, identify the available information, which relevant to the particular
research domain and research questions, is also necessary. A literature review is a suitable
research method to do this. It is commonly used by researchers to explore the existing
knowledge on a subject area. As Levy and Ellis defined in [16], an effective literature review
iS a process to “collect, know, comprehend, apply, analyze, synthesize, and evaluate quality
literature in order to provide a firm foundation to a topic and research method”. Through
this process, various aspects of knowledge can be acquired, include the development
situation of chronic disease self-management in home based eHealth, Swedish regulations on
sharing patient information, the development situation of cloud computing and so on.

In addition, there are many relevant researches already proposed and published, information
and ideas from existing researches therefore are valuable to be referenced, such as what have
been done in health data sharing in similar application scenario either
based on cloud computing or other techniques, how different categories of cloud computing
suited in different application areas. The research protocol defined by Kitchenham [17] is a
good way to follow. A literature review can probably give an answer to RQ1 and partly
answer to RQ2.

To search for the past and current researches and other supporting materials, the publications
through the online databases, which are provided by the library of Blekinge Institute of
Technology (BTH), will be searched. The helpful databases include ACM Digital Library,
IEEE Xplore, SpringerLink, Google Scholar and other online sources.

1.5.2 Prototype

On the basis of the knowledge gained through analyzing the information of literature review,
there will be a theoretical cloud-based method for sharing patient recorded health
information. There is a need to test the feasibility of the proposed conceptual solution.

Prototype development is defined as the process of preparing a device, technigue or system
that demonstrates the feasibility of a solution to a problem [18]. It has been widely used in
systems development and research. In this study, a prototype, which can achieve patient
recorded health information sharing via hybrid cloud, is implemented to prove the feasibility.
Cloud services provided by Amazon, Google or other enterprises, and open source cloud
platform such as Openstack, Eucalyptus, could be used to support the development of
prototype. The sharing health data format can be designed based on popular standard such as
Continuity of Care Document (CCD) or CCR.

1.5.3 Interview

Besides, for supporting and evaluating the proposed solution, there is a need to get more
detailed and practical understanding and expert opinions from professionals in eHealth,
cloud computing and healthcare. The expectation and opinion from patient who suffered
from chronic disease are also necessary. For achieving this, a qualitative research method,
interview, will be performed. Interview is a useful method for data collection with better
response rate and closer judgment of people’s experience, opinion, desire and feelings [19].



The interview participants could be found in university, research community, social network
such as LinkedIn, PatientsLikeMe and Google+, and hospital. The selection of interviewees
will be restricted to meet the criteria which include highly relevant to the area, years of
experience and dependability. Semi-structured interview will be used, which contains closed
questions for gathering anticipated information and open questions for gathering unforeseen
information [20]. The interview could support to answer RQ1 and RQ2.

Research Research Methods

Questions

RQ1 Literature Review, Interview

RQ2 Literature Review, Prototype,
Interview

Table 1 Research Methods
1.6  Expected Outcome

The main expected outcome of this thesis is a suitable cloud-based solution which can be
used to share patient recorded health information in the application scenario of chronic
disease self-management. In particular, the following outcomes will be conducted through
the process of this research:

e Knowledge of suitable and valuable health information for sharing in self-
management of type 2 diabetes under relevant regulations.

e Properties and adaptabilities of different categories of cloud computing deployment
model in the application of sharing chronic disease patient-recorded health.

e A prototype of the cloud-based solution which suit for sharing patient-recorded
health information in the application scenario of chronic disease self-management.

1.7  Thesis Structure

Chapter 1 Introduction: This chapter consists of the background of the problems brought
by chronic disease, the potential solution, as well as the aim of this thesis, the research
guestions, the selected research methodologies and expected outcome.

Chapter 2 Theoretical Work: This chapter consists of related concepts in eHealth,
introduction of chronic disease self-management and health information sharing. In addition,
the description of cloud computing, the introduction of two cloud computing platforms, the
description and comparison of the four categories of cloud deployment model will also be
included.

Chapter 3 Prototype Design: This chapter consists of the design of the prototype, and the
presentation of the vertical prototype with the key functions.

Chapter 4 Empirical Work: This chapter introduces the plan of interview, describe how
the interview is organized, the selection of interviewees, and how the interview is conducted.

Chapter 5 Evaluation and Validation: This chapter consists of the analysis of feedbacks
and evaluation from interviewed experts and patient, as well as the discussion and validation
of this research.

Chapter 6 Epilogue: This chapter consists of the conclusion of the research study, the
answers to research questions, and future works.



2 THEORETICAL WORK

This chapter will start with some concepts in eHealth, introduce the chronic disease self-
management and health information sharing for improving the treatment of chronic disease.
Then describe the cloud computing and its related work on supporting healthcare, introduce
two cloud computing platforms. And four categories of cloud deployment model will be
described and compared.

2.1 eHealth

eHealth is a relatively recent area which is supported by ICT to provide healthcare services
and medical informatics [21] [22]. There exists different terms associated with this area.
Today, the commonly used term is “eHealth”. The World Health Organization (WHO)
defines eHealth as “the cost-effective and secure wuse of information and
communications technologies in support of health and health-related fields, including
healthcare services, health surveillance, health education, knowledge and research” [23].

The goal of eHealth is to improve the cooperation and coordination of healthcare to achieve
improving the quality of care and reducing the cost of care at the same time. The high
benefits and broad prospect accelerated the rapid development of eHealth. The main and
deeply researched eHealth applications around the world include [22][24][25]:

e Electronic Medical Record (EMR)
e Electronic Health Record (EHR)
e Personal Health Records (PHR)
e Chronic Disease Management

e Home TeleHealth

e Electronic Prescribing

e Telemedicine

e Consumer Health Informatics

e Health knowledge management
e Virtual healthcare teams

e mobile-Health or mHealth

e Medical research eHealth Grids

e Healthcare Information Systems

2.1.1 Electronic Medical Record (EMR)

EMR is defined in [24] as “an individual electronic record of health related information in
the medical process that can be created, gathered, managed, and consulted by authorized
clinicians and staff within one healthcare organization”. It was designed under the
requirements and workflow of healthcare from hospitals, to meet the service and
management of hospital. The content of EMR includes diagnoses, medical histories, lab tests,



images and prescriptions [26]. It is the digital version of patient paper chart, aims to improve
the ability of observation and treatment.

However, there exist multiple standards of EMR, and lacks of nationally recognized
interoperability standards. It will restrict the usage of EMR in the medical information
exchange among healthcare organizations.

2.1.2  Electronic Health Record (EHR)

EHR is defined in [24] as “an individual electronic record of health-related information that
adopts nationally recognized interoperability standards and that can be created, managed,
and consulted by authorized clinicians and staff across more than one healthcare
organization”. It will digitally store the healthcare information of an individual, which
includes data of observations, treatments, laboratory tests, imaging reports, therapies, drugs
administered, patient identification information, legal permissions, insurance benefit and so
on, for a lifetime for the purposes of supporting patient care, education, and research [27].
And EHR is managed and utilized by authorized care providers.

Compare with EMR, EHR is the parts of the EMR which are appropriately shared with
stakeholders outside the hospital. It focuses on the efforts of employing the most
comprehensive information available in multiple locations and systems throughout the health
industry [24]. EHR is a more efficient way of organizing and sharing healthcare information
exceed the scope of one healthcare organization or single health encounter for healthcare
providers. It can present a comprehensive, longitudinal, patient focused view of a patient’s
health history, which is recorded by various healthcare providers include hospitals, long-term
care facilities, home based care, laboratories, pharmacies, and other authorized healthcare
services. Due to the depth and breadth of data, an EHR thus can offer a perspective on
changes in health and medical conditions overtime. It is especially useful in recording
healthcare of chronic disease patients.

2.1.3 Personal Health Record (PHR)

Recently, there is a trend in healthcare delivery that led to a shift from EHR systems, which
is controlled by healthcare providers, to PHR systems, which is controlled by patients
themselves [28]. PHR is defined as “an individual electronic record of health related
information that can be acquired from diverse sources and be controlled, managed and
shared by the owner with adopting nationally recognized interoperability standards” in [24].

PHR systems allow individuals to import their health records which may include medical
history, laboratory and imaging results, list of medical problems, and medication history
from EHR systems. The health measurements uploaded from individuals’ home based
electronic health devices or other daily health data collected by individuals themselves will
also contribute a lot, especially on people living with chronic diseases. [28] Thus it provides
a tool for collecting and sharing individual’s own health information. The information that a
PHR contains is under the control of the individual, this is the key aspect of PHR distinct
from EMR and EHR. This enables and encourages individuals to become more engaged in
their health and care, such as allowing patients to create, manage and control their PHRs
through the Internet. It will provide a well-rounded and accurate picture of individuals health,
lead to more informed healthcare decisions, improved personal health status, and cost
reduced and quality improved healthcare [24][28].



There are PHR services available such as Microsoft HealthVault [29] and open platform
Indivo [30]. However, there are barriers for adopting and using PHR by individuals, for
instances, lacking of interoperability and integration with EMR or EHR, friendly and
convenience of user interface, and trust of users [28].

2.1.4 Home TeleHealth

The modern term Home TeleHealth is described as “the services provided by home
healthcare providers which use the ICT to link home-based patients to one or more outside
sources of healthcare information and services” [31]. In brief, it is the application of eHealth
to the home environment.

The purposes of Home TeleHealth are to coordinate the care of patients who live with
chronic conditions, to avoid unnecessary long term in-hospital healthcare, to provide new
methods of early intervention and better long term treatment of these patients [32].
According to A. Darkins et al., although the Home TeleHealth unit rose additional costs, a
solution of enterprise-wide Home TeleHealth is still a cost-effective way to manage chronic
disease patients [32].

2.1.5 Health Information Exchange (HIE)

HIE is the process of sharing health related information among different organizations while
guaranteeing the confidentiality, privacy and security of the shared health information [24].
It can gather information from health research labs, disease communities, organizations via
the utilization of electronic health record system and so on, to support coordinated healthcare
by utilizing EHRs. Thus HIE can promote healthcare of patients by providing key
information through utilizing PHRs, as well as support research, emergency case and so on.
Exchange of health information may be a key strategy to improve the quality and efficiency
of healthcare [33].

However, HIE requires nationally recognized standards that can make different systems of
organizations understand the meaning of the shared information. The process of which can
be regarded as interoperable exchange, and the nationally recognized standards can be
regarded as interoperability standards [24].

2.1.6 eHealth Interoperability

eHealth interoperability is the ability of diverse information systems, components and
software applications to work together and exchange data meaningfully [34] [35].

Usually, the management of chronic disease involves many healthcare organizations or
related health service providers, which may deploy different healthcare information systems.
Interoperability is a key issue to provide efficient and convenient healthcare services in an
environment where multiple healthcare systems are deployed. To make the health data
sharing accurately and effectively among different healthcare information systems and
applications, there need to be some common standards. [33]

Health Level Seven (HL7) International is the main international healthcare informatics
interoperability standards organization. Its name derives from the seventh layer of the Open



Systems Interconnection Reference model — the application layer. HL7 and its members
provide a framework and related standards to exchange, integrate, share, and retrieve
electronic health information. HL7 standards support clinical practices to manage, deliver,
and evaluate healthcare services, and are recognized as one of the most commonly used
interoperability standards in the world. [36]

Other widely deployed interoperability standards include Standard for Systematized
Nomenclature of Medicine-Clinical Terms (SNOMED CT), which is the most
comprehensive, structured clinical nomenclature [33]. Digital Imaging and Communications
in Medicine (DICOM) is a messaging standard used for exchanging of medical images and
related information [37].

2.1.7 CCR and CDA/CCD

The electronic health data is transferred from computer system to computer system, whether
it is structured or free text. It’s necessary to make the computer systems understand what
each section of data represents [33]. So the health data should be wrapped in some standard
electronic document format when transferring and parsing.

The Continuity of Care Record (CCR) is a standard of health record that be developed
together by American Society for Testing and Materials (ASTM) International and other
sponsors [38]. While HL7 developed The Clinical Document Architecture (CDA) standard,
which specified the structure and semantics of clinical documents [39]. Both the CCR and
the CDA are eXtensible Markup Language (XML)-based, and are used for the purpose of
health information exchange between healthcare providers and patients.

Both the CCR and CDA have the similar ultimate goal of improving healthcare performance,
and they provide similar usability [40]. However, they are still two different formats, which
is ineffective for interoperability. That is the reason why Continuity of Care Document
(CCD) is created. The CCD is a joint effort of HL7 International and ASTM International,
which is a guide for implementing the sharing of CCR data while utilizing the HL7 v3 CDA
Release 2 [39]. The CCD is built on the CDA elements, while the data itself is defined by
CCR [41]. The CCD establishes a rich set of templates to represent the typical sections of a
health record, and these templates are expressed by the constraints of the CDA. These
templates, which include problems, vital signs, medications, immunizations and so on, can
be reused in other CDA documents [39]. This will support the interoperability in eHealth in a
wide range [39].

2.2 Chronic Disease Self-Management

2.2.1 Challenges Brought by Chronic Diseases

Chronic diseases have become the main threats to health all over the world. The incidence
and prevalence of chronic diseases continue to increase [1]. According to WHO, “chronic
diseases, such as diabetes, heart disease, chronic respiratory diseases and hypertension,
brought about 63% of all deaths, are becoming the main causes of death around the world so
far. Over 36 million people died from chronic diseases in 2008, nine million of them were
under the age of 60” [42]. The greatest price is being paid by patients who suffering chronic
diseases.
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Chronic diseases are the diseases influence patients in long last duration. The patients
suffered from chronic diseases have to be monitored from time to time. That’s very high cost,
time consuming and inconvenient for most of patients, especially the limitations to patients’
daily activities and inconvenience of aged people. The spending on medical care is
continuously growing due to chronic diseases. The challenge is even more complex due to
the limited health care resources [1]. There are increasing burdens of resource and cost on
chronic disease healthcare. These factors drive better ways to address these barriers.

2.2.2 Self-Management

Most of the chronic diseases usually do not need immediate medical diagnosis and treatment.
For the patients with cardiopathy or hypertension, it is adequate to trace and control the
patients’ conditions via the healthcare services such as physiological signals monitoring and
recording [2]. Moreover, lifestyles, diet and metabolism are the main factors of causing most
common chronic diseases. Most conditions of chronic diseases therefore might be avoided
by changing behaviors, such as quitting smoking, keeping healthy diets, or increasing
physical activities [43].

For instance, diabetes is a disease that patients need to be monitored continuously for a
number of parameters, such as blood sugar level, blood pressure and so on. Simultaneously,
the effect of environmental factors such as nutrition, stress and exercise should also be taken
into account when managing this disease [4]. It would be beneficial and efficient if these
various aspects of parameters could be recorded by the patients themselves at homes.

Thanks to the development of ICT, the feasibility of home based eHealth has been highly
raised [2]. Most of the health condition monitoring and basic treatment can be handled by
patients themselves in their living environments during daily activities [3]. There are already
some commercial or research-based solutions for the mentioned way of self-management.
For instance, HealthVault [29], launched by Microsoft, is a web-based PHR system to store
and maintain health and fitness information. There are a lot of specific third-party
applications, such as blood pressure management tool or medical image viewer, and
hundreds of devices, such as blood glucose meter, blood pressure monitor, cooperated with
this platform to record health data and manage health.

The home based eHealth self-management enables independent living at home and improves
the quality of life for individuals. Doctor could provide some clinical suggestions by
monitoring the patient through all these patient shared daily health data, as well as reply
feedback of medical examination report which the patient undergone. This leads to the
eHealth applications’ providing favorable long-term monitoring and healthcare by linking
patients to the sharing of health information and enabling chronic diseases self-management
activities [44].

2.2.3 Type 2 Diabetes

This study will start with the self-management of type 2 diabetes to prove the feasibility and
practicality of the notion, and then try to apply the pattern to other chronic diseases.

According to the report by WHO [25], almost 1 in 10 adult has diabetes in the world,

measured by elevated fasting blood glucose (>=126mg/dl). People with diabetes have
increased risk of heart disease and stroke, and are 10 times more likely to need a lower limb
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amputation than people who do not have diabetes. It is also one of the leading causes of renal
failure, visual impairment and blindness.

According to the information gathered by C. Nordqvist [46], lacking of enough proper
functioned insulin production, the cells in the body have improper respondence to insulin, or
both, are the reasons cause diabetes. There are three types of diabetes: type 1 diabetes, type 2
diabetes and gestational diabetes. Over 90% of all cases of diabetes worldwide are type 2
diabetes. Most type 2 diabetes patients will have the condition of prediabetes first. The blood
glucose level of a person had prediabetes is higher than normal, but not high enough for a
diabetes diagnosis. As one kind of chronic disease, type 2 diabetes will get worse gradually.
In addition, obesity causes the body to release chemicals which will destabilize the body's
cardiovascular and metabolic systems, this will lead to a much higher risk of developing to
type 2 diabetes. [46]

People could control their symptoms of type 2 diabetes by keeping a healthy diet, losing
weight, doing a plenty of exercises, and monitoring blood glucose level [46]. Therefore,
patient can self-manage at home by daily recording blood glucose level parameter, diet,
insulin intake, physical exercise, feet checking, psychological status (such as mood and
pressure) and living habits (such as smoking and alcohol abuse), and then sharing to
healthcare providers.

2.3 Health Information for Sharing

2.3.1 Sharing Health Data to Promote Treatment

The treatment procedure for patients suffered from chronic diseases involves continuous
monitoring and recording of health related vital signs. The process of this long-term
monitoring will generate massive samples of patient self-recording health data.
Synchronizing these patient data to the certain healthcare provider is an obvious benefit and
convenience for the management and treatment of patients with chronic diseases, such as
type 2 diabetes.

In addition, consider the huge number of patients, there are a big volume of data to be mined.
If patients volunteer to share their dairy health data to help the research of their diseases,
make other healthcare research institutions or healthcare service providers get the authorized
access to these massive samples of patient recording data, it will benefit the research of the
chronic disease, and give improved and more appropriate treatment to the patient in return.
For instance, as Huang et al. mentioned in [5], knowledge can be discovered from these large
volumes of data. They proposed a model of chronic diseases prognosis and diagnosis
integrating data mining and case-based reasoning. This model will also be convenient for
chronic diseases knowledge creating, organizing and sharing.

Moreover, most of patients do not have much knowledge on healthcare, they may not have
the ability to catch some “signals” from their daily health data. So if they share their health
data to some trustful third party web-based applications for analysis, they can receive useful
feedbacks to help them to have a clearer understanding of their health status and some
suggestions. M. Hussain et al. proposed a Smart Clinical Decision Support System (Smart
CDSS) [12] which can generate appropriate medical recommendations to users by collecting
patient activities data, social media data, and medical history. Once there are more and more
shared long-term health records, patients can find people who have similar conditions. If one
patient has good progress, others will benefit from his shared records of treatment and
lifestyle.
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2.3.2 Privacy and Security

The patient health information includes personal information, details of medical history,
symptoms, treatment, associated diseases or even the family health history [4]. It is very
sensitive, therefore the adopting of sharing electronic health information with other providers
will bring new risks to secure health information [47].

In addition, sharing health information to third party organizations brings more complicated
problems. The hospital’s certain doctor, who is trusted and authorized, absolutely has the
access to the health information include personal information. But patients certainly do not
want their personal information or some other sensitive part to be shared to other one who is
not fully trusted or not authorized. The mechanism of selecting health information for
sharing should obey the willingness of patients and relevant regulations, not just the
usefulness of health information. Therefore it needs to consider privacy and security when
sharing health information.

Privacy

The health information, although is shared, is owned by patients. It is important to ensure
that only the patient or the authorized representative can authorize exactly who can view the
shared health information and for what purposes [33].

All the information generated by a patient is not at the same sensitive level. In other words,
there are some parts of information is that the patient willing to share for some purposes, and
some parts not. It has to deal with the problem of how to logically group the health
information to share for a patient’s different purposes under different conditions.

Data segmentation provides a method to protect specific sections of health information while
giving choices to patients, and abiding requirements of legal. Technical consideration and
definition of sensitive information have to be addressed when segmenting data. [48]

Security

Security is assurance that only authorized persons or entities can access to patients’ data.
Employees illegitimate access and theft is one of the most frequent reason of data leakage
[33], as well as innocent disclosure because of system problems. Another issue is
unauthorized access and malicious attacks from outside [28].

Providers have to ensure that the shared health data will not leak. So the encryption,
identification and access control of patient health data are not optional [33].

2.3.3 World Wide Security and Privacy Standards in Healthcare

The Health Insurance Portability and Accountability Act (HIPAA) is a regulatory process for
securing electronic health records, and was enacted by the United States Congress and
signed by President Bill Clinton in 1996 [49]. It ensures health providers, practitioners and
middlemen to keep the radar on what information is protected and how it is protected [50].

For addressing the privacy and security concerns in the electronic transmission of health

information, HIPAA was expanded by the Health Information Technology for Economic and
Clinical Health Act (HITECH) [51]. The Privacy Rule of HIPAA provides protections for
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patients’ identifiable health information, which is held by covered entities and their
associates, and gives a range of rights to patients with respects to their information. It also
balances the health information disclosure permits of the needs for patient care and other
important purposes at the same time. [52] The Security Rule of HIPAA aims to guarantee the
confidentiality of patient electronic health information by specifying various safeguard
methods for covered entities and their associates [52].

The policies on the creation of privacy legislation in the European Union (EU) are different
to the United States (US) [53]. The approach to legislation of EU favors the participation
among businesses and governments, which is opposed to the self-regulation approach of US.

In the last few years, there are various researches on the security issues of healthcare
information systems. The European Advanced Informatics in Medicine/Secure Environment
for Information Systems in MEDicine (AIM/SEISMED) project addresses a range of
security issues within healthcare, and provides practical guidelines for secure healthcare
establishment [54]. ISO/TS 18308 standard defines security and privacy issues for
processing, managing and communicating EHR [55]. The Working Group 4 of International
Medical Informatics Association (IMIA) was set up to investigate the issues of data
protection and security in EHR network systems and common security solutions for
communicating patient data [53].

2.3.4 Sweden Policy

In Sweden, healthcare is regulated by various Acts. The Health and Medical Service Act
regulates healthcare in general. Its goal is to assure the good health and care of entire
population on equal terms. In addition, there are five specific acts effect electronic health
records in particular: The Freedom of the Press Act, The Secrecy Act, The Patient Register
Act, The Act on Healthcare Records and The Personal Data Act. In 2008, the new law
Patient Data Act published. [56]

The Patient Data Act (2008:355) [11], which was draft by Ministry of Health, governs all
aspects of patient records usage, especially on how personal data and medical records should
be kept and protected in healthcare sectors. It regulates the confidentiality, cohesive record,
access right of patient data, and rights of patient.

The provisioning of the Patient Data Act replaces the previous one in health law and health
records law. The purpose of Patient Data Act is to organize information management,
enhance patient safety and privacy, and promote cost efficiency in healthcare. For example, a
patient can have the right to influence who and in what context his health record can be read.
Appropriate technical and organizational measures should be implemented to protect the
patient data by the providers [56]. For protecting the patients privacy, the Patient Data Act
states that if a patient record, a copy or photocopy of the document has been released to
anyone, it must be documented in the patient record who has received the document, the
transcript or the copy, and when that has been disclosed. The electronic access to a patient’s
data for health purposes should be restricted, unless the patient agrees to or the patient's
consent cannot be obtained and the information probably have an impact on the care when in
urgently need. When in the scenario of health record exchange, a patient should be informed
and have the right of objection before the data is made available to other healthcare providers
through record exchanging.
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2.3.5 Patient Information Sharing in Blekinge

National Patient Overview (Nationell Patientéversikt - NPO) is a national electronic service
in Sweden that enables medical professionals to share patient healthcare records with other
healthcare providers through computer. It is created by the county councils in collaborated
with Carelink. The purposes of NPO are to facilitate cooperation among different healthcare
providers in Sweden, and to give patient the access to own their healthcare information.
Moreover, another objective is to establish common services in healthcare IT infrastructure
in Sweden. [57]

For guaranteeing privacy of patient health records, only the healthcare professionals who
have a patient relationship can access to the patient’s information through the NPO. Security
around the usage of NPO is very high. Health professionals must be competent and have
valid e-service identifications to access the NPO. Patient needs to be asked and agree before
anyone takes note from the information. Every time when someone takes note of the
information from patient record, it will be recorded. Therefore it is possible to
retrospectively track who has received the information, where and when it happened. [57]

NPO does not replace the former patient record. It just makes the information available to
more healthcare providers. If patients do not want some information appear in the NPO, they
can block the records and decide who can get access to these blocked information. In
Blekinge County Council, the following information from the records will be shown: [57]

* The name of patient, date of birth, address, telephone, contacts information to
associates or representatives if needed. Information in 3 years is presented.

e Attention signal, such as allergy to drugs or foods, treatment with blood thinning
drugs or the certain treatment that the patient does not want. Information from 1997
is presented.

e Information includes notes and summaries of care, visits or stays. Information in 3
years is presented.

* Diagnoses back from 1997.
* Drugs which the patient was prescribed. Information in 3 years is presented.

* Results of examinations and tests, such as x-rays, blood tests and urine tests.
Information in 3 years is presented. (Results of X-ray referrals and test results are
not displayed at the moment.)

For the convenience of treatment in different places, a patient can give consent to the so-
called cohesive record. Cohesive record means that healthcare providers share medical
records to each other no matter where they have sought healthcare. In other words, it means
that if a patient receive healthcare in a new place, the new healthcare provider can receive
the patient’s health record which contains the past medical test results, medications and
treatments, under the condition of both the new and the former healthcare providers are
connected to the cohesive record. Cohesive record makes it possible to read patient records,
which contains a complete picture of a patient’s health history, directly in electronic form,
and makes the treatment easier, safer and faster. To strengthen patient privacy, safety and
security, the cohesive record will be regulated by Patient Data Act. [57]
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2.3.6 Sharable Patient-Recorded Health Information and Data
Segmentation

Based on the analysis of CCD template and PatientsLikeMe, it is identified that the
followings are the personal health information which can be recorded by patients themselves
at home:

* Personal information: besides identification information, age and gender are also
related.

* Personal health status: diagnosed diseases, smoke history, and other health related
information.

* Physiologic measurements: Blood Glucose, Blood Pressure, Pulse and so on.

* Medication dosage: amounts of injected insulin per day, or other medicines the
patient is taking.

* General health measurements: weight, height, cholesterol or other related
measurements.

* Non-physiologic records: mood, pain, fatigue, insomnia, blurry vision or some other
related symptoms.

» Life style records: diet, physical activity and so on.

* Family health history: diseases and health situations occurred to immediate family
members.

e Patient notes: free texts beyond what can be expressed by information above.

* Related metadata: the date and time of observation, the range of symptoms, the
devices used in measuring and so on.

Some information will be more useful if recorded with related metadata. For instance, blood
glucose can be recorded combine with time, such as Fasting Plasma Glucose (FPG)
recording in the morning before breakfast, Post Prandial Glucose (PPG) recording two hours
after eating. The mood can be divided into depressed mood, anxious mood or others. The
severity of mood, pain or other symptoms can be recorded as a range from 0 to 5 for instance.

2.3.7 Conceptual Scenario of Health Information Sharing

The figure below depicts a conceptual scenario that a patient self-manages himself at home,
records and shares his health information to a hospital and third party healthcare service
providers or research institution for the purposes of monitoring, receiving healthcare services,
improving treatment and contributing to researches.
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Figure 2 Conceptual Scenario of Sharing Health Information

Share to Hospital

When sharing to the patient’s doctor, the more comprehensive and detailed health
information the better. And the doctor also needs a complete record including personal
information from patient. There is no need to consider which part to be included or not. But
the process of treatment probably involve nurses or other medical personnel, they do not
need to get the whole information about the patient. Except emergency cases, it’s better to
make the health information with fine-grained data access control mechanism to provide
patient-centric privacy control over their health information. In addition, the shared health
information is also valuable to be integrated into electronic records in hospital.

Share to Third Parties

Privacy and security are patients' greatest concerns [28]. When the sensitive personal health
information is shared to the third parties who were not fully trusted, the main concern will
become whether the patients have the actual rights of controlling their personal health
information when being accessed or shared. There was a serious incident [58] of health
information leakage. An employee stole the sensitive personal health information of 26.5
million military veterans from the database of U.S. Department of Veterans Affairs without
authorization, which contains their social security numbers and health problems. Patients
claim full control over their health data by only revealing non sensitive information when
sharing.

To enable patient’s sensitive health information being appropriately shared for various
purposes, the implementation and management of disclosure policies should originate from
the patient’s willingness , the law or an organization [33]. There are different patient consent
models [59]:

* No consent: health information automatically included and patients cannot opt out.

* Opt-out: health information is included in default, patients are able to opt health
information out completely.
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e Opt-out with exceptions: health information is included in default, patients are able
to opt health information out completely or only allow selected information to be
included.

e Opt-in: patients must actively express consent to choose health information to be
included, once if they opted in, then their health information will be all included.

e Opt-in with restrictions: no patient health information is included in default, but
patients are able to allow selected data to be included

Personal information is inappropriate to be shared to a third party, so the identity can be
instead of a tracking ID. Since there is no need to share the whole health information to the
third parties usually, it will be adequate that just make the shared health information meet the
requirement of specific purpose. And a survey shown that 59% patients prefer the opt-in
consent model [33]. In short, patient should be given the right to choose what information to
share and whom to share. The opt-in with restrictions therefore is the appropriate consent
model in the conceptual health information scenario.

Share between Hospital and Third Parties

There have been a lot of researches on the information exchange between healthcare
organizations already. When the health information needed to be shared to another
organization, it is necessary to inform the patient with reasons. Then the action of sharing
should be authorized by the patient before the transferring of health data. In addition, a third
party organization can ask the hospital for a patient’s health record in emergency case. Every
time when a health record is shared in emergency case, it needs to be recorded for
verification.

2.4  Cloud Computing in eHealth

Several benefits will be brought by adopting cloud computing in the current healthcare
ecosystem, such as health information management system, laboratory information system,
pharmacy information system and so on [51]. Researches have proposed that cloud could
also stimulate new forms of healthcare.

2.4.1 Benefits of Adopting Cloud Computing in Sharing Health
Information

The process of the long-term monitoring will generate massive samples of patient self-
recording health data. Consider the huge number of patients, it will generate a big volume of
data. Due to the high demand of workload for uploading and sharing these huge amount
patient dairy health data, the traditional server-client computing system is no longer suitable.
Cloud computing provides a better way to achieve sharing these data to hospital and third
party research or healthcare organizations.

According to the definition by NIST, cloud computing is “a model can provide distributed,
rapidly provisioned and configurable computing resources (such as servers, storage,
applications, networks and other services), which are on-demand, rapid elastic and measured,
to whom have network connections” [6]. Usually, there are three layers of service model,
which are Infrastructure as a Service (laaS), Platform as a Service (PaaS) and Software as a
Service (SaaS).
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Because of the obvious scalability, flexibility and availability at relatively low cost of cloud
services, there is a rapid trend of adopting cloud computing in enterprises and health-related
area since last few years [7]. In the eHealth area, the PHR providers are increasingly willing
to migrate their PHR services into cloud for the sake of lowering costs and improving the
performance of services [60].

Due to the huge amount patient dairy health data, cloud storage service provides a better way
to achieve the sharing of these data among hospital and third party research or healthcare
organizations. When the data becomes available in the cloud, it can be processed by remote
services, such as medical systems in hospital, CDSS, expert systems, or distributed to other
medical personnel [9]. These features give more reasons to adopt cloud computing in sharing
health information.

2.4.2 Practical solutions or Research Projects with Cloud Computing

Indivo [30] is an open source, open standards Personally Controlled Health Record
(PCHR) with open APIs. It provides a web based interface, and is built to public. Indivo's
implementation of the PCHR concept focuses on complete transparency and high
security. The software of Indivo allows other institutions to create and administer PCHR
infrastructure which meets the requirements of the HIPAA Privacy and Security Rules.

HealthVault is a PHR system from Microsoft, and hosted on the Windows Azure Platform
public cloud [29]. It is a web based platform to store and maintain health and fitness
information. There are a lot of specific third-party applications cooperate with this platform,
such as for diabetes or lab tests. The security feature of Health\Vault is similar or stronger
than the requirements of the HIPAA Privacy and Security Rules [61]. Microsoft uses
database-level encryption and many other security features to address the security problems.

A cloud based solution for collecting patients’ vital data is proposed in [9]. It automates the
collecting process by sensors attached to legacy medical equipment which are inter-
connected to exchange service.

An ongoing research project Data Capture and Auto Identification Reference (DACAR) aims
to implement a large scale and secure cloud service platform to gather and process health
data [15]. It is deployed in a private cloud [61]. A prototype had been implemented with
components of single point of contact for authorization, data buckets for reliable storage, and
information sharing policy for access control. But DACAR did not support legacy medical
records which are not based on atomic attributes then. Health Cloud Exchange (HCX) [8] is
a distributed and modular system, allows patients to share CCR based EHRs and use
healthcare services within a federated private cloud.

Besides personal health record system, cloud based hospital information system is also
announced [33]. The company Meddserve [62] in the UK provides cloud computing service
MeddCloud to hospital. The MeddCloud hosts the company’s clinic applications to provide
software as services.

Other related research projects include a Smart Clinical Decision Support System (Smart
CDSS) [12]. It gathers data from diverse modalities, such as sensors, user profile information,
social media, clinical knowledge bases, and medical experts within a hybrid cloud
architecture to generate standards-based personalized recommendations.
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2.5 Cloud Computing Deployment Models

Cloud systems can be divided into four categories from the view of deployment model:
public cloud, community cloud, private cloud and hybrid cloud [6]. Each deployment model
has different organizational structure and different provisioning location. It results in
differences on utilization style, security level and other characteristics offered by these four
deployment models. There are many crucial requirements on sharing health information
among groups with different credibility, such as privacy, accessibility and utility. Adopting
an inappropriate cloud deployment model will bring problems.

2.5.1 Public Cloud

The infrastructure or services of public cloud are open provisioned for public use. The
definition of public cloud is the closest one to the traditional sense of cloud computing. As
defined by NIST, “A public cloud is usually provided, managed, and operated by an
enterprise, academic organization, government agency, or some combination of these. The
cloud service providers make resources, such as computing capability, storage, application
and other resources, available to the general customers through the connections of Internet.”
Public cloud services are usually offered by a pay-per-usage charging model, or free in some
cases. [6]

Public cloud services have been widely used by many companies today. There are service
providers like Amazon, Google and Microsoft who provide infrastructures and various
applications as services, which can be accessed via the Internet by customers. Or dependent
cloud service provider such as Dropbox, who aggregates cloud infrastructure from Amazon
to provide application and storage.

The main benefits of adopting a public cloud include [6], [63], [64]:

e Automatic deployment: customers don’t have to worry about complicated and time-
consuming server deployment when using public cloud.

e Inexpensive setup: costs of hardware, application and bandwidth are covered by
public cloud providers.

e Ultimate scalability: the resources of public cloud are available on demand, the vast
pools of resources can respond seamlessly to peak workload by expanding virtual
infrastructure to customer.

e Cost effective: public cloud services offer a pay-per-usage charging model,
customers only need to pay for what they’ve used. And the centralized management
of hardware and software resources cost less on the same capabilities.

e Reliability: public cloud providers will perform data redundancy and setup active-
backup servers in datacenters. Big providers will deploy multiple datacenters in
different places for disaster tolerance. There will be no single point of failure and the
services can keep running when suffering natural disaster.

o Flexibility: there are different layers of service provided by public cloud, such as
laaS, PaaS and SaaS. Various services of each layer are plug-and-play for many
kinds of requirements, such as database service, message queue service and media
transcoding service.

e Powerful management: virtual servers are obviously easier to manage compared
with physical servers. Public cloud providers always provide detailed monitoring on
all the services.
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e Long term maintenance: customers don’t need to worry about time consuming and
costly server maintenance and update of software and hardware when using services
from public cloud.

There are so many benefits to adopt public cloud. It seems appropriate to share health
information through a public cloud. However, there have been some incidents aroused on
public cloud services. Privacy information in the cloud were exposed with famous
enterprises including Google, Facebook and Twitter in 2010 [65]. This incident made people
think that if it is safe enough to store sensitive data outside in public cloud.

Disadvantages of adopting a public cloud include [54], [6], [63], [64]:

o Data lock-in: once customers deployed their services or business to a public cloud,
their programs and data will be locked in the cloud. In case the provider increases
the price or changes service agreement, it will not easily for customers to extract
their programs and data from one provider to another.

e Security issue: once the data is stored in a public cloud, the actual control of data is
out of customers. Famous cloud servers are often the targets of malicious attacks.
Although the encryption is performed, the danger of data exposure is still a worry

e Privacy concern: privacy always concerns people to put data in online servers. The
identity and access management provided by public cloud providers may not meet
the high requirements in some services such as healthcare and financial.

e Customization:; although public cloud providers deliver a set of services, it’s
impossible to satisfy every special requirement from customers. Customers have no
control of what services they need.

e Accessibility: the base of public cloud is the Internet connection. Once some
problems occur to the Internet connection between customers and public cloud,
customers are unable to access to all the services.

e Long term reliability: when customers deployed their services or business to the
public cloud, the control of keep running of services is under the cloud provider. If
the public cloud provider goes bankruptcy or other problems occur, which will stop
the cloud services from running, customers will suffer the loss.

2.5.2 Private Cloud

Private cloud is designed to offer the same features of public cloud, at the same time
removes a number of objections including control over enterprise and customer data, worry
about security, and issues relevant to regulatory compliance [63]. According to the definition
of NIST, a private cloud is “the cloud infrastructure or services privately provisioned for
exclusive using, managing and operating by a single organization. It is usually owned,
managed, and operated by the organization, sometimes provided by a third party private
cloud provider”. [6]

Different to public cloud services, private cloud is hosted behind a corporate firewall.
Therefore it gives private cloud the same security level as the organization’s internal local
area network, and makes it capable of delivering an organization’s in-house cloud computing
services remotely. And the network access is limited to a certain authorized group of users.
A private cloud offers the potential to achieve better security over cloud based assets [66].

Private cloud is considered more beneficial than public cloud by some researchers. Because
there are many advantages for adopting a private cloud [63][10][6]:
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e Security: a private cloud is hosted behind a firewall, it gives more control over the
data, and only offers access to a limited group of users, therefore external security
concerns will be much less.

* Privacy: data sharing only in a limited environment, customized privacy policy can
be implemented for special requirements.

e Customization: although public cloud providers offer various services, they cannot
meet every requirement. Private cloud gives the capability to customize services for
particular demands.

e Support legacy resources: some legacy software and hardware can be utilized as well
under a private cloud by modification. Public cloud is barely possible to support
legacy resources.

e Service Level Agreement (SLA): private cloud is behind a firewall other than a
remote datacenter hosted by others, so the SLA will be stable when authorized
personnel using services from a private cloud.

* No data lock-in: private cloud is hosted by an organization itself, the resources from
infrastructure to data is controlled by the organization.

It seems that private cloud is more beneficial than public cloud in highly regulated industries.
But adopting a private cloud requires significant level of IT ability, and high engagement
degree of business environment virtualizing. There are some important challenges, which
private cloud customers may have to face, includes [6] [63]:

» Costs on initial setup: either cost on financial or human resource is very high. The
deployment of a private cloud requires constructing hardware and software,
configuring networks, organizing security policies and so on. The process of setup is
also time-consuming.

» Scalability: since a private cloud is operated by one organization, the scalability will
not be large. The computing capability cannot compare with a public cloud under the
same costs.

* Long-term maintenance: it requires a specific team to maintain a private cloud
instead of passing the responsibility to a third party cloud provider. The later
expanding is also need to be operated by the organization self.

» Potential risk for data loss by natural disaster: unlike public cloud, a private cloud
usually located in one place, once a fire or natural disaster happened, the data cannot
be restored.

2.5.3 Community Cloud

According to the definition of NIST, community cloud is “the cloud infrastructure or
services provisioned for exclusive using, managing and operating by a specific community
of organizations that have shared concerns. It is usually owned, managed, and operated by
one or more organizations in that community, sometimes provided by a third party provider”.

[6]

In this deployment model, cloud infrastructure is shared among several organizations with
the same policy and compliance considerations. It allows multiple independent entities to
gain the benefits of a shared nonpublic cloud while avoiding security and regulatory
concerns which might not be addressed when using a public cloud [65]. It also helps to
reduce costs further as it is shared by a larger group when comparing with a private cloud.
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A community cloud is similar to a public cloud only with limited users. The benefits of
deploying a community cloud include [6][63]:

» Shared data: the data will be easily shared with involved organizations, because all
the data is in the same cloud. And there is no concern about the data being out of
control.

e Security: community cloud is usually behind a firewall, the access is limited to a
group of users which ensures that there are fewer external security concerns.

* Customization: similar to private cloud, a community cloud gives the capability to
customize services for special demands.

* Relatively low cost: the cost of setting up and maintaining a community cloud are
spread over the involved organizations. It’s lower than a private cloud but higher
than a public cloud.

Although community cloud owns some advantages of public cloud and private cloud, there
are barriers for adopting a community cloud in some cases, it includes [6][63]:

e Hard to set up: because of the involving of different organizations, it may be hard to
organize investment and management.

* Long-term maintenance: the organizations will in essence be self-serving.
Maintenance requires a specific team to maintain the community cloud, the
responsibility will be evaded.

» Accessibility: the involved organizations are probably located in different places,
once some problems occur to the Internet connection between one organization and
the community cloud, this organization is unable to access to all the services.

* Higher potential risk for data loss due to natural disaster: a community cloud is
mostly located in one datacenter, once a fire or natural disaster happened, the data
cannot be restored.

* Accountability: incidents such as data leakage will happen with a higher possibility
since multiple members use the same cloud. And once some problems occur, it is
also hard to be held accountable.

2.5.4 Hybrid Cloud

A hybrid cloud is a cloud computing environment which an organization utilizes and
manages both internal cloud resources and external cloud resources. The NIST defines
hybrid cloud as “the cloud infrastructure and services are a composition of two or more
distinct cloud infrastructures and services which are different entities, but are combined
together by techniques”. [6]

This deployment model can take advantage of cost efficiency and scalability offered by
public cloud without hosting critical applications and data on a third party public cloud.
Hybrid cloud can also be used for handling cloud bursting. For instance, when the existing
private cloud is not able to handle workload overflow, it can require a fallback option to
support the peak load. Therefore, the workload migration between public and private cloud
will be transparent to users. [67][68]

By having some combined benefits of public cloud and private cloud, hybrid clouds are

thought as an effective solution in some cases. The benefits of deploying hybrid cloud
include [69][70]:
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* Security: sensitive data and services can be kept and executed in private cloud
behind a firewall to offer access to a limited group of people.

e Effective scalability: insensitive data and services can be migrated to public cloud,
which offers a pay-per-usage charging model and available on demand.

* Customization: hybrid cloud still keeps the capability to customize services for
particular demands.

* Expandability: uncritical utilizations can be expanded to public cloud ultimately
when in a peak workload.

» Relatively low cost: part of the cost is reduced by combing public cloud with private
cloud. The total cost will be lower than a pure private cloud for the same capacity.

The combing of public cloud and private cloud not just brings benefits. There are still
barriers for deploying a hybrid cloud, it includes [69][70][10]:

* Integration: the network connection between a public cloud and a private cloud is
complex. And to make the services work together with two clouds is not easy.

* Management: the management over separating sensitive data and services from
public cloud, and migrating uncritical missions to public cloud at the same time is
obviously complicated.

* Higher potential risk for data loss due to natural disaster: the critical data and
services are still kept in a private cloud located in one place. Once a fire or natural
disaster happened, a hybrid cloud will suffer almost the same damage to a pure
private cloud.

2.6  Cloud Service Platforms

There are a lot of cloud services providers available around the world, such as public cloud
providers like Amazon, Rackspace, Microsoft and so on, open source cloud platforms like
OpenStack, Eucalyptus, CloudStack and so on. The top-1 public cloud provider and open
source platform will be introduced in this section.

2.6.1 Amazon Web Services

Amazon Web Services (AWS) is a cloud computing platform, which offers a collection of
remote computing services, provided by Amazon [71]. AWS is one of the earliest and most
widely adopted public cloud service providers.

The most common services provided by AWS include [71] [72] [73]:

* Elastic Compute Cloud (EC2): EC2 provides the ability to run multiple virtual
servers on demand, scale computing resources up and down flexibly. The
environment of EC2 is built on top of the open source Xen hypervisor. The service
offers APIs to start and stop server instances, apply access and networking
permissions, and manage server images.

e Simple Storage Service (S3): S3 is scalable, distributed and reliable object storage
system which offers secure online storage space for any kind of data. It makes the
data accessible to any other authorized applications or individuals from anywhere on
the Web. Its storage API is deliberately simple and offers complete control over how
the data is represented in service. For addressing latency, minimizing costs, or
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regulatory requirements, AWS provides an option to allow customers to choose the
regions for the storage of data. It assures that data will not leave the customer
selected regions. The current available choices include: US Standard, US West
(Oregon), US West (Northern California), EU (Ireland), Asia Pacific (Singapore),
Asia Pacific (Tokyo), Asia Pacific (Sydney), South America (Sao Paulo), and
GovCloud (US) Regions.

* Simple Queue Service (SQS): SQS provides the ability of distributed web
application to communicate reliably without having to build or maintain messaging
system. It is implemented as a distributed application within Amazon to delivery
short messages between any computers or systems which access to the Internet. The
SQS API allows sending and receiving messages and controlling the full life cycle.

* Simple DB (SDB): SDB provides scalable, indexed, non-maintenance storage of
small piece textual information in a simple database structure. It can replace
traditional relational database when the application relies on a relatively simple
database. And the data will be stored securely, redundantly and safely in SDB.

* ldentity and Access Management (IAM): IAM enables customer of AWS to
centrally manage users, security credentials such as access keys and x.509 security
certificate, and permissions of controlling which AWS resources users can access.
With IAM, customer can control what data in the AWS system users can access and
how they access it. In addition, customer can restrict users’ AWS access based on
organizational groups permissions, and make sure users access AWS resources only
from corporate network based on networking controls.

* Virtual Private Cloud (VPC): VPC enables users to launch AWS resources into a
virtual network that the users have defined. It isolates from other virtual networks in
the AWS cloud logically. Users can select the VPC’s IP address range, create
subnets, and configure route tables, network gateways, and security settings. VPC
can be accessed from the Internet using SSH or Remote Desktop.

The figure below shows the architecture of a web search application, which is powered by
some common services of AWS previously mentioned.
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Figure 3 An example of AWS utilization [71]
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2.6.2 OpenStack

OpenStack is a cloud computing platform for public and private clouds, which is free and
open source released under the Apache 2.0 License. It is jointly launched by Rackspace and
NASA in 2010. OpenStack provides APIs, command line interface and dashboard to control
computing, storage, and networking resources pools. It enables users to utilize this platform
integrating with legacy systems and third party technologies to deliver and manage large
scale virtual machines networks and storage to offer on-demand and ubiquitous computing
resources. And all the computing resources are accessible for developers to build cloud
applications via APIs. [74] [75]

The figure below shows a simple structure of OpenStack.

Your Applications

OPENSTACK

Compute Networking Storage

OpenStack Shared Services

Standard Hardware

Figure 4 OpenStack Overview [74]

As shown in the figure, OpenStack is composed of different components, it includes: [79]

[75]

Compute (Nova): Nova is designed to provide, manage and automate pools of virtual
machine resources and it can work with widely available virtualization technologies.
The hypervisor technology of Nova so far can be chosen between Xen and KVM.

Object Storage (Swift): Swift is a distributed, redundant and scalable object storage
service which uses standard server clusters to provide storage for petabyte level of
data. It can be directly integrated into applications by APIs, or used for data
archiving and backups.

Block Storage (Cinder): Cinder allows Nova instances to expand storage by
connecting to block devices. It is appropriate to be utilized in the application
scenarios where require high performance, for instances, database storage,
expandable file system, and raw block level storage.

Networking (Neutron): Neutron is used for managing networks and IP address in
OpenStack. It provides flexible networking models such as flat networks or Virtual
Local Area Networks (VLAN) for the requirements of different applications and
user groups. Additional network services, such as firewall, load balancing or Virtual
Private Networks (VPN), are also allowed to be deployed and managed by Neutron.

Identity Service (Keystone): Keystone is used to centrally manage users which the
OpenStack services they can access. It supports standard username and password
credentials for authentication, as well as token-based systems or similar
authentication way of AWS.

Dashboard (Horizon): Horizon provides a browser-based graphical interface for
administrators and users to access, manage and monitor OpenStack resources.

26



* Image Service (Glance): Glance is used to manage and provide virtual disks and
server images. The Glance provides REST APIs to pull information of disk images
and performing the images to new servers. Glance allows uploading various formats
of images, including: VHD, VDI, VMDK and Raw.

2.7  Selection of Cloud Deployment Model

In the four deployment models, each model has its own characteristics. Deploying a
community cloud involves multiple organizations, it will bring problems in this application
scenario. Third party organizations and hospital have different properties and duties in nature.
They have their own different interests other than common shared mission and compliance.
The administration and management will be complicated, and it will be confused of
accountability and responsibility when problems occur. Therefore community cloud
deployment model will not be considered in the selection.

Since patient health information is very sensitive, security and privacy will be patients'
greatest concerns [76], especially when these sensitive information is shared through cloud
to third parties, who are not fully trusted. Other factors such as scalability and capability,
customization, costs of setup and maintenance, and legal issue are also critical when
choosing cloud deployment model in this application scenario. For the other three cloud
deployment models, public cloud, private cloud and hybrid cloud, the selection will be
conducted through analyzing and comparing on the 5 mentioned factors.

2.7.1 Security and Privacy

Security and privacy of patient health information is one of the key factors to build the trust
of patients when sharing their health information. If the involved stakeholders lack of trust
due to perceived risks, it may affect patients’ willingness to share necessary health
information. [47] The cloud security is multifaceted and layered [65]. Physical security such
as natural disaster and human actions prevention, malicious attacks defense, encryption, identity
and access management are all the potential factors which will affect the security and
privacy protection of cloud.

As a public cloud is hosted by a third party enterprise, so the health data will be stored in the
servers which are not fully trustable and out of control by either patients or hospital. It will
increase the possibility of potential sensitive information leakage. The third party storage
servers are often the targets of malicious attacks, it will be even worse due to the high value
of the sensitive health information. Besides the inflexibility, the public cloud built-in
mechanisms of encryption, identity and access management also cannot be fully trusted due
to the same problems mentioned. In 2010, several cloud privacy information exposures
occurred with a number of cloud based services, including Facebook, Twitter, and Google
[65]. Because of these facts, patients are probably not willing to let their entire health data
stored in public cloud servers.

Usually, a private cloud is hosted by the organization in-house. The health data will be stored
in the servers which are operated by healthcare service providers. Although the disaster
tolerance is not good as a public cloud, the control over the data is held in hand by healthcare
service providers. Because of the firewall and invisible target, the threats of outside
malicious attack will be much less. In addition, it is more flexible and reliable to implement
fine-grained access control mechanism to protect the privacy of health data. Access control
mechanism, such as XACML based policy [77], requires a secure and reliable server, which
is more preferable to be hosted in a private cloud.
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A hybrid cloud, which is combined by private cloud and public cloud, hosts sensitive data
and workflow in its private cloud part, can provide the same security and privacy guarantee
as private cloud.

Therefore, private cloud and hybrid cloud perform much better than pure public cloud in this
important aspect.

2.7.2 Scalability and Capability

Another important reason for adopting cloud computing in health information sharing is the
scalability and powerful capabilities.

The resources of public cloud are available on demand, the vast pools of resources can
respond seamlessly to peak workload by expanding virtual infrastructure [6]. The broad
network access of public cloud enables the easily sharing of insensitive health information,
provides wide access to authorized healthcare research institutions and service providers to
obtain the data they need. Due to the benefits of distributed massive computer clusters,
ubiquity and virtualization, a public cloud can provide high performance services with low
requirements on user-end computer infrastructure. And the capability of development
platform, rather than economics, is an important factors to adopt a public cloud [12]. Third
party eHealth service providers can develop various services, such as historical health
analysis, health data mining [78] and CDSS [12], on a public cloud platform.

Theoretically, a private cloud can provide the same features as a public cloud. But it asks
high investment. Because of the private cloud’s own characteristics of smaller scale and
limited access, it’s unrealistic to make a private cloud to be a platform which needs to host
various third party services [63]. This narrows the potential value of massive health
information. And also the limited access will restrict the convenience of sharing insensitive
health information.

If a hybrid cloud hosts shared health information and insensitive services in its public cloud
part, it can provide the approximate scalability and capabilities to a public cloud.

Therefore, public cloud performs better than hybrid cloud, and hybrid cloud performs better
than pure private cloud in this important aspect.

2.7.3 Customization

There are legacy systems used by hospitals, such as various clinical information systems
include EMR, Radiology Information System (RIS) and Laboratory Information System
(LIS), and other non-clinical information systems [51]. The deployed cloud model needs to
be integrated into these systems without impact on the previous workflow. In addition, the
specific requirements of healthcare data security and privacy ask for high demands on
authentication, authorization and traceability.

Although public cloud providers deliver a set of various services, it is hardly to satisfy the
special requirements from hospital legacy systems and workflow. When deployed a pure
public cloud, the hospital can only utilize the services provided by public cloud providers.
The expectations of customizing either on the services to meet the requirements of hospital,
or the access control policies on patient data seem impossible.
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A private cloud gives the capability to customize services for particular demands. The
hospital can modify the cloud system to be coordinated with legacy systems, or even migrate
the legacy systems to a private cloud. The key component for keeping confidentiality of
patient data also can be customized to meet the requirements.

A hybrid cloud has the ability to keep the capability of customization, at the same time to
migrate some appropriate services to the public cloud part. It makes a hybrid cloud even
more flexible than a private cloud.

Therefore, private cloud performs better than public cloud, and hybrid cloud performs
slightly better than pure private cloud in this important aspect.

2.7.4 Cost

Public cloud offers a pay-per-usage charging model, the hospital only needs to pay for what
they have used. The initial setup costs of hardware, software and bandwidth are covered by
public cloud providers. The costs of peak workload and prospected expanding will be more
effective due to the elastic of public cloud. Moreover, the spending of time consuming and
costly long-term maintenance, and the update of software and hardware, is no longer
bottomless. These spending will be covered by public cloud providers as well.

The support of legacy software and hardware somehow will reduce part of expenditure on
initial setup. However, the legacy hardware just cut probably a small piece of the total
demand. The investment on new hardware and human resources will be very high. Moreover,
the private cloud’s limited resources do not qualify it to be a long-term solution [12]. The
charging on expanding, updating and long-term maintenance will be a burden to the hospital.

Although a hybrid cloud combined capacity of private cloud with the on-demand capacity of
public cloud, the investment of adopting a hybrid cloud is approximate to a private cloud
[79]. But the migration of insensitive data and services to the public cloud part will reduce
some burden compare with a pure private cloud.

Therefore, public cloud performs better than hybrid cloud, and hybrid cloud performs better
than pure private cloud in this important aspect.

2.7.5 Legal

At present, a majority of big public cloud providers are from the US. It leads to the fact that
most datacenters are located in the US. Because of the specialty of health data, it might cause
some potential legal risks for other countries to deploy a public cloud in healthcare [69].
Different countries have different laws and regulations on managing patient data, some
nations do not allow sensitive health data to be transferred out of border [68]. Although big
public cloud providers, such as Amazon, may offer options to allow customers to choose the
regions for the storage of data, the choices of region are still limited.

A private cloud will be hosted by hospital in-house, so there will be no concern about the
violation of laws or other regulations.

As for a hybrid cloud, the sensitive data can be kept in the private cloud part while utilizing
the public cloud part to process insensitive data.

Therefore, private cloud and hybrid cloud perform better than pure public cloud in the legal
factor.
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2.7.6  Summary

Based on the analysis and comparison of the 5 key factors, it can be summarized that public
cloud is less appropriate than the other two clouds in 3 factors, which are security and
privacy, customization and legal. Private cloud is less appropriate than the other two clouds
in 2 factors, which are scalability and cost. By combing private cloud with public cloud,
hybrid cloud seems to be the most appropriate cloud deployment model for the objective of
sharing patient-generated health data to hospital and third parties at the same time. Hybrid
cloud has 3 factors as good as private cloud, which are better than public cloud; and 2 factors
better than private cloud, which are just lightly worse than public cloud.

More importantly, a pure public cloud is an inappropriate choice for the security and privacy
concerns, as well as the potential restrictions from regulations of patient data. A pure private
cloud may not be a high cost effective choice either. Besides the cost, the reason of
restricting benefits from third party organizations makes a pure private cloud inappropriate.

The table below shows the quantitative comparison of the 3 kinds of cloud in 5 factors.

Security | Scalability | Customization | Cost Legal
and and
Privac Caablllt

| Public Cloud | 1
Private Cloud 2 1 2 1 2
| Hybrid Cloud | 2 15 2 15 2
Table 2 Comparison of Clouds
For a clearer view of the quantitative comparison, a radar chart is drawn in below.
Security and
Privacy
2
. Scalability and
Legal .
™ Capability Public Cloud
==Private Cloud
==Hybrid Cloud
Cost" *Jcustomization

Figure 5 Radar Chart of Clouds

30



3 PROTOTYPE DESIGN

A prototype is defined as an early model or demonstration of a system which is built to test
the feasibility of a concept, solution or process. It has been widely used in system
development and research. [18] There are various types of prototype include [80]:

e Concept prototype: used to analyze system approaches when defining conceptual
stages.

o Feasibility prototype: used to determine feasibility of various solutions to prove
concept for specific issues.

o Horizontal prototype: used to clarify scope and requirements or demonstrate outer
layer of human interface

e Vertical prototype: used to early test key components of a working, though
incomplete, system.

e Functional storyboard: used to demonstrate the typical order in which information is
presented.

In this chapter, the whole structure of the hybrid cloud platform will be designed and
depicted for a clear demonstration of the expected purpose. Then an implemented vertical
prototype will be presented, which is though incomplete, with the key functions of recording
health information, sharing to private cloud and optional sharing to public cloud.

3.1 System Model

The model of this system consists of roles, objects, health records and procedures. They are
described as followings.

1) Roles: A role in this system refers to an individual or an organization which receive
benefits, provide resources or supply services [15]. This system involves different roles,
such as patients, hospitals, third party research institutions and eHealth service
providers. Each role has different degrees of credibility. The role of patients acts as the
principal component to launch the main processes of this system. The role of hospitals
locates in a private cloud by being considered as trustful. The role of third party
research institutions and eHealth service providers locates in a public cloud by being
considered as non-fully trustful.

2) Obijects: An object refers to a person or an entity acts in this system. It includes patient,
directly authorized hospital personnel, indirectly authorized hospital personnel, and
service. A patient is an object of the patients role, who record and share his health data
at home. A directly authorized hospital personnel object is the doctor who responsible
for the patient. An indirectly authorized hospital personnel object is the other
cooperative doctor or nurse who authorized by a directly authorized hospital personnel
object under the permission of patient. In addition, each service entity either in private
cloud or public cloud is regarded as an object. For instances, an EHR system service,
which may integrate the patient-generated data, is an object in hospital’s private cloud.
As well as a data mining system, which analyze big data shared by patients, is an object
provided by a third party organization in public cloud.

3) Health Records: A health record is the patient-recorded health data which transfer
among different objects for different purposes under the authorization of patient object.
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4)

A patient’s health record includes his personal information, vital physiologic
measurements and other information recorded by patient. Since the patient has the right
to choose what to share in his health record, the data in health record need to be lose-
coupled and anonymous in some cases. And in case of emergency, the anonymous data
should be able to be tracked to the entire version.

Procedures: Due to the different credibility degree of each role, there are different
health record transferring procedures. The hospital is considered as trustful, so the
health record sharing between a patient’s home and a private cloud of hospital is a
trustful sharing procedure. The whole health record will be shared in the trustful sharing
procedure. A public cloud of third parties is considered as non-fully trustful, and some
services just require a part of health record, so this sharing procedure should be treated
differently. And which service entity objects in public cloud can get access to the shared
health records are chosen by patient objects. Therefore the optional sharing procedure
enables patients to share what and where they are willing to. Because of the relatively
low cost and high capability offered by public cloud, it will be efficient that the hospital
private cloud utilize the public cloud in non-critical applications. The non-critical
utilization procedure expands the capability of a private cloud without involving
sensitive personal information. In addition, there has to be an emergency case procedure,
which can track to the certain patient in case of emergency cases.

Figure 6 shows the structure of this system.
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Figure 6 System Structure

3.2  System Design

3.2.1 Health Record Structure

Based on what has been discussed in previous sections, the structure of health record should
achieve the features include:

* Patient opt-in with restrictions consent model.
* Lose-coupled and sectionalized data.

* Emergency case tracking ID.

* Interoperable data carrier.
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Table 3 shows each section and content of the patient-recorded health record, which is
inspired and referenced from the popular online eHealth service PatientsLikeMe and widely
utilized health record standard CCD.

Record Section ‘ Content

Record target* Personal information,
Tracking ID

Personal health status* Other diagnosed diseases, | Related metadata
smoke history, or other such as the date and

health related information | time of observation,
the range of
symptoms, the
devices used in
Medication dosage** Amounts of injected measuring

insulin per day, and other
medicines the patient is
taking

Physiologic measurements* Blood Glucose, Blood
Pressure, Pulse, and so on

General health measurements | Weight, height, cholesterol
or other related
measurements

Non-physiologic records** Mood, pain, fatigue,
insomnia, blurry vision or
other related symptoms

Life style records Diet, physical activity and
soon
Family health history* Diseases and health

situations occurred to
immediate families

Patient notes Free texts beyond what
can be expressed by
information above

Table 3 Health Record Content

The sections with * are referenced from the CCD template.
The sections with ** are referenced from PatientsLikeMe user charts.

The Personal information of the Record target section will be removed for the purpose of
privacy protecting when sharing to a public cloud. The Tracking ID is a randomly-generated
global-unique ID which can be used to track the identity of patient in emergency case. Each
section in the record can be opted-in by the willingness of patient when sharing to a public
cloud.

The health record will be contained in an XML file, the format of which is inherited from
HL7-CCD.
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3.2.2 Conceptual Structure of Private Cloud Platform

The conceptual structure of private cloud platform in this system is briefly depicted in Figure
7.

Applications in Hospital Public Cloud

Data Access .
Identity
Computing and
Service Data et Private
e Adapter PaiShases Cloud
Gateway

Infrastructure Services

Security

Private Cloud \|; .

Patient w

Figure 7 Conceptual Structure of Private Cloud Platform

The initial prototype of this private cloud platform is based on OpenStack Cloud System. By
utilizing of private cloud infrastructure services, the health records shared by patients will be
stored in assigned data containers of OpenStack Swift. The in-relation doctor can get the
access to the shared health records in data containers after being authorized by the owners of
these data. The access control can be achieved by OpenStack Keystone and other
modifications. Other cooperative doctor or nurse can get access to part of or the whole health
record through authorizing by the in-relation doctor under the permission of patient. Role-
Based Access Control (RBAC) [77] and Attribute-Based Encryption (ABE) [28] are
probably able to support this kind of fine-grained access control requirement. An EHR
system can be hosted in this private cloud, therefore the shared health records will be
integrated into EHRs. The data or images of previous medical examinations can be
integrated into EMR and EHR, or sent to patients by requests as well. The computing service
of the private cloud provides capability to operate healthcare applications such as clinical
decision support system by utilizing patient’s health information. When receiving emergency
request, the emergency access component can get access to health records by tracking a
unique tracking ID and then send back the required data. All the accesses to data and
computing will be monitored and recorded by the log component. It can detect insecurity
operations and analyze usage of resources [15].

3.2.3 Conceptual Structure of Public Cloud Platform

The conceptual structure of public cloud platform in this system is briefly depicted in Figure
8.
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Figure 8 Conceptual Structure of Public Cloud Platform

The initial prototype of this public platform will be based on Amazon Web Services. By
utilizing of public cloud infrastructure services, the health records shared by patients will be
stored in specific data buckets of Amazon S3. The conceptual structure of public cloud
platform gives the possibility to provide laaS, PaaS or both to third party research
institutions and eHealth service providers, which should be certificated as trusted
organizations [15]. As they developed based on this platform, they can provide SaaS to
patients for better healthcare, or gathering data for research.

The third party applications, either research programs or eHealth services, can get the access
to the shared health records in different data buckets only when being authorized by the
owners of these data. The access control can be achieved by AWS IAM and further
modifications. For higher demand of access control, XACML-based mechanism [77] is a
good choice. The computing service of public cloud provides high performance computing
resources to these third party applications. The private cloud of hospital can expand or
migrating non-critical computing tasks and insensitive data to this public cloud platform. The
emergency access component can access to health records, send alarm to data owner and
hospital by tracking the unique tracking ID once in emergency situation. The AWS
CloudWatch service and CloudTrail service can be used to detect insecurity operations and
analyze [15] by monitoring and recording all the resources usage and API calls.

3.3  Scenario of Conceptual System

The working scenario of this system will be described as two parts, which are the private
cloud communication scenario and the public cloud communication scenario.

The scenario of the private cloud communication is shown in the figure below.
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Figure 9 Scenario of Private Cloud Communication

A patient suffering from one or more chronic diseases self-manages and records health
information at home. After inputting all the data into the health record, the patient chooses
the target doctor in the hospital and shares to the private cloud. Then the health record will
be transferred and stored in his container in Swift storage. When the doctor wants to get the
access to the health record, he has to be authenticated that he has the right to access. When
the doctor received the health record, he can send medical advice back to patient
immediately or after the analyzing with clinical support services.

The scenario of the public cloud communication is shown in the figure below.
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Figure 10 Scenario of Public Cloud Communication
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After inputting all the data into the health record, the patient chooses a target application or
research institution in the cloud platform, and then chooses which parts of data to share.
When the sharing procedure is performed, the anonymous health record fragment will be
transferred and stored in a particular bucket in AWS S3 storage. Any registered research or
service application in the cloud platform want to get access to the health records, it has to be
authenticated that it has the access right, which has been authorized when the patient was
sharing. When the application received the health record, it can send certain results back to
the patient. And research programs, such as clinical data mining, can utilize the authorized
health data to perform researches.

3.4  Prototype Simulation

On the preliminary stage of the whole hybrid cloud platform, it is necessary to establish the
connections among all the roles involved for exploration. Therefore an initial prototype is
implemented, which is composed of a simple patient client, an OpenStack system with all
components hosted in virtual machine, and Amazon Web Services. The patient client has
been implemented with the functions of recording health information, sharing to private
cloud and optional sharing to public cloud. The structure of health data inherits from HL7-
CCD. The prototype is programmed by Java, with AWS SDK, open source libraries dom4j
[81] for XML parsing and Joss [82] for OpenStack Swift API.

3.4.1 Health Data Recording and Sharing

Since this version of prototype is used to test the key functions of the incomplete working
system, the interface of patient client is kept in simple. One of the interfaces is shown in
Figure 11. This interface classifies some health record sections, which are defined in section
3.2.1. After inputting health data, patients can save the record in local as an CCD similar
XML file, upload the record to private cloud, or press the “Sharing Options” button to share
to public cloud, which will be performed in another interface.

% — 0 Health Data Upload to Hospital
¥ital Signs:
Blood Glucose Level |280 {meg/dL) Pulse |78 {per min}

Blood Fresure 134/70 {mnHz largerssmall)

Medication Dosage:

Tnsulin 4 | tunit/o.0lal)

General Heal th Heasurements:

eisht 78 ke

Hon-Physicl ogic Records:

HMood 3 happy (e’ 2 happy) Pain ’17 {ranze 0-5)

Life Style Records:

Physical dctivity |800m rL|nnin] {ouantity/activity) Diet  |200g noodle| {gquantity/food)

Hotes:

a good day!

Date  |oct 22, 2013 | ext oot 14, 2013

‘ Save ‘ ‘ Sharing Options | ‘ Upload ‘

Figure 11 Interface of Recording and Sharing to Private Cloud
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The “Sharing Options” is shown in Figure 12. In this interface, patients can choose which
health record sections to share based on their willingness. Patients can also choose where
they want to share or what service they want to receive, such as diabetes research lab or
clinical decision support system.

#® 0 Share to Public Cloud

Choose what to share Choose Where to share
[]Personal Health Status @ Dishetes Research Lab A

[ ¥ital Signs 3 Clinical Decision Support System
Medication Dosage ) Tendency Chart dpplication
General Heal th Measurements Health Status Application

[ ] Mon-Physiologic Records ) Others. ..

Life Style Records

Family Health History

[]Patient Notes

Figure 12 Interface of Choosing and Sharing to Public Cloud

Figure 13 shows the workflow of sharing. When a patient decides to share to the private
cloud, the health record will be uploaded to a container in OpenStack Swift, which belongs
to this patient. In this prototype, the identification and access management of data container
utilize the default Keystone without further customization. When patient decides to share to
the public cloud, the chosen health record sections will be uploaded to a bucket in AWS S3,
which belongs to the third party organization the patient chose. The identification and access
management of data bucket utilize the default AWS IAM without further customization.
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Figure 13 Workflow of Sharing

3.4.2 Shared Content Comparison

Sharing Option

Choose Data
Sections to Share

Choose Whose
Bucket to Share

Patient
Identification and
Authorization

Uploading

Data Sections
Located in 53
Bucket with
Authorization

Figure 14 shows the Swift containers and objects in the Horizon graphical console interface.
The content in the red box is a container on the private cloud. The name of container is the
patient tracking 1D, which is uniquely assigned to each patient. The content in the blue box is
the file name of the uploaded health record.

Containers
container1

patient

=+ Create Container
View Details | More ™

View Details = More ™

patient20131022a001

View Details | More ™

Displaying 3 items

Objects

O ‘ MyRecord20131025-1.xml

Displaying 1 item

Figure 14 Swift Administration on Horizon Graphical Console Interface
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The health record shared to the private cloud is complete and non-anonymous, it contains
personal information such as name, gender and birthday, as well as patient tracking ID. An
example is shown in the figure below.

<ClinicalDocument xmlns="urn:hl7-grg:v3" zmlns:voc="urn:hl7-grg:v3/yog" =zmlns:x
<typeld root="2.16.840.1.113883.1.3" extension="POCD_HDOODOD40"/>
<templateld root="2.16.840.1.113883.10.20.1"/>
<1—— CCD w1.0 Templates Root --2
<id root="db734647-fo99-424c-a864-Te3cdad2eTO3" />
<code code="34133-9" codeSystem="2.16.840.1.113883.6.1" displavName="Summariz
<title>Good Health Clinic Continunity of Care Document</title>
<effectiveTime value="2000040713000040500"/>
<confidentialityCode code="H" codeSystem="2.16.840.1.113883.5.25"/>
<languageCode code="en-Us"/>
<recordTarget>

<patientRole>
<id extension="996-756-495" root="2.16.840.1.113883.19.5"/>
<patient>
<name>
<given>Cong<,/given>
<family>Peng<,/familvy>
</name>
<administrativeGenderCode code="M" codeSystem="2.16|840.1.113883.5.1"/>
<birthTime value="19880813"/>
</patient>
<patientTIackingID>20131U253001(fpatientTrackingID4
<l——thi= patientTrackingID i=s used to track patient in emergency case-—-->»
</patientRole>
</recordTarget>

Figure 15 Health Record Shared to Private Cloud

Figure 16 shows the AWS S3 bucket and objects on the AWS graphical console interface.
The content in the red box is the bucket on the public cloud. The name of each bucket is the
organization name or service name, and combined with the patient tracking ID. The content
in the blue box is the file name of the anonymous optional shared health record sections.

-

[ T | Services v  Edit ~

Upload Create Folder Actions v None

All Buckets /|diabetes-research-lab-user20131022a001 |

Name Storage Class

® [El[wysharedRecord20131025-1xml | Standard

Figure 16 AWS S3 Administration on Horizon Graphical Console Interface

The health record sections, which optional shared to public cloud, are anonymous. It will not
contain any personal information except the patient tracking ID. An example is shown in
Figure 17.
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«<ClinicalDocument xmlns="urn:hl7-grg:v3" =xml voc="urn:hl7-grg:v3/yog" xmlns:x
<typeld root="2.16.840.1.113883.1.3" extension="POCD HDOOOO40"/>
<templateld root="2.16.840.1.113883.10.20.1"/>
<!=—— CCD w1.0 Templates Root —-3
<id root="db734647-f099-4240-a864-Te3cdaB2eT03" />
<code code="34133-9" codeSystem="2.16.840.1.113883.6.1" displayName="Snmmarlz
<title>Good Health Clinic Continmity of Care Document</title>
<effectiveTime value="200004071300004+0500"/ >
<confidentialityCode code="N" codeSystem="2.16.840.1.113883.5.25"/>
<languageCode code="en-USs"/>
<recordTarget>
<patientRole>
<patientTrackingID>2D131U2530Dl(/patientTrackinng4
<!'——this patientTrackinglD is used to track patient in| emergency case-—-—>
</patientRole>
</recordTarget>

Figure 17 Health Record Personal Information Shared to Public Cloud

The health record optional shared to public cloud is probably incomplete. It only contains the
health record sections which were chosen by patient when sharing. An example is shown in
Figure 18. The content in the red box is the section which the patient didn’t share, and the
content in the blue box is the section which the patient shared.

<componentPersonalHealthStatus>
<!——Information iz not shared.-->
</componentPersonalHealthStatus>

<componentVitalSignss>

<section>
<templateld root="2.16.840.1.113883.10.20.1.16"/>
«!—— WVital signs section template —-3>

<oode code="8716-3" codelvystem="2.16.840.1.113883.6.1"/>

critle>Vital Signs</tcicle>
TLeXt>
<table border="1" width="100%">
<thead>
<Tr>
<th align="right">Date / Time:</th>
<ths>Nov 14, 1999</th>
<th=April 7, 2000</th>
<th>0ct 22, 2013</th>
</tr>
</thead>
<tbody>
<tr>
<th align="left">Blood Clucoze</th>
<td»260 mg/dL</tcd>
<td>280 mg/dL</td>
<td>280 mg/dL</td>

</ tr>

Figure 18 Health Record Optional Shared to Public Cloud
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4 EMPIRICAL WORK

4.1 Interviews

Interview is a qualitative research method and can be used to collect data with better
response rate and closer judgment of people’s experience, opinion, desire and feelings [19].
Interview has many advantages. The flexibility of interview enables researcher to get more
knowledge below the surface. The possibility of getting in-depth information from
interviewees makes it differ from other data collection methods [83].

Interview can be conducted either in structured, unstructured or semi-structured ways [84]. A
structured interview is composed of closed questions and appropriate to new interviewers.
An unstructured interview will be composed of open questions, which allow interviewer to
get extended answers. So combing closed questions and open guestions composes a semi-
structured interview.

This chapter will introduce the plan of interview, describe how the interview is organized,
the selection of interviewees, and how the interview is conducted. The content of the
analyzed expert opinions and patient opinion will be presented in the next chapter.

4.1.1 Purpose

The main purpose of this interview is to have detailed, practical understanding, and expert
opinions from professionals on eHealth, cloud computing and healthcare to evaluate and
improve the proposed solution and the prototype. The expectation and opinion from patient
who suffered from chronic disease are also necessary to gather.

4.1.2 Design

For gathering anticipated information and exploring unforeseen and rich information from
interviewees, a semi-structured interview will be conducted [20]. To grab comprehensive
and detailed information, and to encourage interviewees to extend their answers, follow-up
questions will be asked throughout the predetermined interview [83]. For the respect of
confidential and privacy of interviewees, especially the patient, the questions need to be
carefully formulated and organized.

Finally, 10 groups of questions are prepared for the interview of expert in eHealth and cloud
computing; 10 groups of questions are prepared for the interview of expert in healthcare; and
11 groups of questions are prepared for the interview of patient. Most groups of questions
are composed by a main question and one or more sub-questions. Each questionnaire
contains closed questions and open questions.

4.1.3 Interviewee
The interviewees are planned as three groups. One group is familiar with eHealth and cloud

computing, one group is familiar with healthcare, and one group suffered from chronic
disease. After searching on relevant communities, social networks, and with the help of
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supervisor, four interviewees were contacted. The introduction of interviewees shows in the

tables below. For the respect of privacy, the name of patient will be instead of its initial.

Name Roles Organization Perspective
Mark Profe_ssor of the Georgia Institute of eHealth, Cloud
. Practice, College of i

Braunstein ! Technology Computing

Computing
André . Healthcare IT Manager FIDI eHeaIth,_ Cloud
Cavalleiro Computing
Marian Former nurse,

. None Healthcare

Lenehan Former nursing teacher

Patient suffered from .
TED Type 2 Diabetes None Patient

Table 4 Interviewees

4.1.4 Recording and Transcribing

The data of interview was collected in different ways. For interviewees’ clearer
understanding and sufficient time of preparation, the description of thesis and the interview
guestions will be sent to interviewees before the interview. Dr. Mark Braunstein helped me
improve the expression of the solutions description and questions for a more proper
understanding. The three experts sent their opinions for the questions via written format at
first. This is for their sufficient preparation and organized answers. For these qualitative
guestions, professionals need time to search information from different sources and organize
their best answers. So the video call is considered as an inappropriate method for gathering
detailed and reliable expert opinions. Then some unclear parts were discussed with each
expert via video call or email. The interview with TED was conducted through video call,
the data was recorded by taking notes and hints.
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5 EVALUATION AND VALIDATION

In this chapter, the analyzed feedbacks from interviewed experts and patient will be
presented to evaluate the proposed solution of this research. And then the research will be
validated through the four criteria: credibility, transferability, dependability and
confirmability.

5.1 Expert Opinions
5.1.1 Analysis of Feedback 1

Dr. Mark Braunstein is a professor of the practice, school of interactive computing in
Georgia Institute of Technology. He teaches health informatics and is involved in research
on its applications to the problems of healthcare delivery in the US.

According to Dr. Braunstein, the major barriers for adopting cloud computing in eHealth is
discomfort with sensitive and protected health information being stored off site and out of
the control of healthcare provider organizations. However, many contemporary Health IT
tools (such as personal health records and even some newer electronic medical record
systems) are cloud-based. The management of chronic disease has long been unsatisfactory
because patients are outside of the purview of their healthcare providers except when they
are in the clinic. This can lead to unnecessary visits which wastes time and resources or to
visits that happen long after they were needed which can lead to the development of
complications requiring expensive or even hospital-based care. Patients sharing self-
management health data through the cloud brings a more continuous flow of information
from patients to their care providers. It could potentially allow for a more continuous
approach to care management avoiding both of these potential problems. But the barriers
here is that, patients with chronic diseases face the challenge of complying with possible
complex medication regimens and other instructions about their diet and exercise programs
and recording of information about their compliance, clinical status and symptoms. And the
technologies to support these activities have yet to achieve a level of simplicity and usability
that is sufficient for their routine use by all patients.

In his opinion, the factor of security and privacy of the health information stored in the cloud
will affect the selection of the cloud computing deployment model for supporting health
information sharing most. This confirms the previous analysis for not selecting the public
cloud model. He figured that many technologies exist today but none of them is completely
secure. The current best approaches use the same encryption technologies that are used for
other sensitive transactions (such as financial transactions) done over the
Internet. Technologies to secure health information are available and have been developed for
other Internet-based applications. Privacy is a much more difficult problem and one for
which no really satisfactory solutions exist. Health data is complex and what is needed is a
simple, transparent means for patients to indicate what data they wish to share and for what
purposes and by whom it can be accesses. Ideally patients should be able to edit or even
retract these permissions at any point in time.

The system model is considered as correct to Dr. Braunstein so long as it can handle multiple
instances of each role. For example, a patient may be sharing data with more than one
hospital, research institution or service provider and their sharing preferences may differ
among the instances within each role. About the problem of patients can choose the data
sections they want to share and share for specific purposes, he thought that so long as there is
enough patient participation, the gaps that exist in individual patient datasets because of
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reticence to share may not be a problem. However, if virtually all patients don’t share
particular data items, an incomplete picture of care may not be available for research or
aggregate reporting purposes. It may be important to offer patients reasons why they should
share any items they initially indicate they don’t want to share or at least encourage them to
consider sharing those items for specific purposes that might benefit them or other patients
with their conditions. Although it wasn’t be asked, he pointed out it is critical that patients
are able to understand the terms and concepts offered for them to choose. This will be a
critical part of the project to find a good solution to address.

Dr. Braunstein believes that open source technologies should be utilized wherever they can
for providing more secure solutions. He thought this is an interesting and worthwhile project
but the identified problems will require careful consideration and meaningful solutions. At
the end, he pointed out that the actual patient facing interface will need to be much simpler
and will need to offer the information and explanations. He suggested in both written and
verbal (such as video) forms. He was not convinced that all patients can understand any of
the terms used in the “Chose What to Share” column of choices in the patient interface. This
is also a critical task needs to be addressed.

5.1.2 Analysis of Feedback 2

André Cavalleiro, with more than 15 years of experience in healthcare IT, used to be a
Senior Project & Solution Manager at Siemens, and now works as Healthcare IT Manager at
a non-profit organization, FIDI, which privately held and one of the biggest teleradiology
service provider in Brazil. He is in charge of the IT operations over 54 units (which produces
all types of medical images) and 4 reading centers in cloud.

According to AndréCavalleiro, there are “natural barrier” against adopting cloud computing
in health information exchange since it’s a relatively new technology. He identified four
factors in technical that may affect the hybrid cloud based solution in health information
sharing:

* Interoperability: plenty of different systems supposed to exchange the same patient
health information.

* Technology: distribution, access and utilization.

* Privacy & Security: protection against intrusion, unauthorized use, data corruption,
damage, fraud and safeguard.

* Standardization: existing and new rules that will rule the act of sharing the patient
health information.

He thought that some human factors will also affect the sharing of data. Some basic technical
skills are necessary for the patient to start the process of sharing. And the patients who will
self-manage and share their information, either to the private or public cloud, must be aware
on how and when to do it.

On the issue of cloud computing deployment model selection, he mentioned that legal and
technical issues may affect the selection of the cloud model. Since in the cloud, data is being
archived somewhere by a business associate (e.g. cloud provider, healthcare facility) which
is co-responsible for the privacy and security of the patient health information. How to get a
“Business Associate Agreement” which clearly defines the shared responsibilities among the
parties is not that easy. Lack of this Agreement may be accepted in developing
countries/regions, but not in some other places, for instance in the US. On the other hand,
technical issues (not legal ones) may be a barrier in third world or developing countries to
adopt the model.
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Besides data encryption when transferring, storing and archiving the PHI, Cavalleiro figured
that products like Porticor can be used to reinforce security. Nevertheless, some of the cloud
providers like Amazon Web Services are HIPAA and HITECH compliant. The transfer part
of the process can be done through a VPN. He agreed with the 3 categories of roles in the
proposed solution, and the locating each role in different place in the hybrid cloud seems
good for dealing with privacy and security. To his opinion, what health data to share depends
on what the other party is expecting to receive, and the use of the shared health data should
be provided to patients. Cavalleiro is an AWS S3 and Glacier user. There are 500 million
medical imaging examinations (or 25TB of data) archived in the cloud, and he is satisfied
with their performance so far. Therefore the cloud provided an efficient way to handle health
data.

5.1.3 Analysis of Feedback 3

Marian Lenehan used to be a nurse in a private hospital, and then taught nursing in the last
ten years. Recently she found health informatics is fascinating, and started to pursue an MSc
in health informatics.

Marian’s father lived with type 1 diabetes for over 30 years and found it very difficult to
manage. As far as she knew, type 1 diabetes was usually associated with leanness. More
recently, obesity has given rise to additional cases of type 2 diabetes. This phenomenon
seems to be associated with behavior change in relation to diet and exercise. Therefore,
besides blood glucose level, lifestyle data is also valuable to share.

Marian knows a little bit of cloud computing, she agreed that information in the cloud seems
to be the future direction for healthcare IT. However, she thought it will be a huge task while
assuring the individual about the issues of privacy and security of their personal healthcare
information. The proposed solution sounds like a good idea to her. The use of informatics in
laboratory work is very crucial. She mentioned that she watched a TED (Technology,
Entertainment, Design) talk where someone recommended printing the lab results for the
patient rather than the doctor, in order to incorporate feedback and health advice. The
attractive layout and additional information made the document very patient centric as it
should be. The widely sharing of health data brings on the big data empowers the care as
mentioned in the solution. As far as she knew, the person owns the data in the US, but the
provider owns the media that produced it. In the UK the Department of Health owns the
record. In her opinion, the concerns about data privacy and security might be obstacles in the
proposed solution, as the same thing holding healthcare informatics back.

On the patient interface of the prototype system, she figured that lacking of medical
knowledge might be a barrier for patient to use it. And data is getting bigger, it’s hard to
handle so much data. Automatic devices need to be utilized. All we can do is insist of secure
platforms for storage and use. Therefore she thought the data sections and patient opt-in
consent model is good for data privacy and security. Patients need to be guided with detailed
explanation then they can understand each item. Since Marian hasn’t been in hospital for a
long time, so she is not sure how is the process of transferring medical record in an
emergency case. And she thought health informatics needs to urgently address the need for
coordinated care in relation to chronic diseases management. Based on her experience, it is
worrying that the data recorded by patients may be unreliable. She thought automatic way
will be better. And recently she found a wireless device for constant monitoring of blood
glucose level.

At the end, she believes that mobile health may be a good place to go further. She had
watched a TED talk about a mobile phone data collection programme. Interoperability is
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another key in her opinion. She thought it's tragic that we are not taking full advantage of the
interoperability of computer systems.

5.2  Opinions from Potential User

5.2.1 Analysis of Feedback

TED is a 52 years old retired car dealer with type 2 diabetes under control. His type 2
diabetes is diagnosed in 2005. He also lives with major depressive disorder and hypertension.
He thinks he can be doing better and better.

In response to the question of his experience on diseases self-management, TED said he is
using PatientsLikeMe to manage himself recently. He highly praised this kind of applications,
it organized his treatment and symptoms, and the good thing is he had a chance to know
what is working for others. In his opinion, the tests and the treatments, or some side effects
probably are worth to record and share. On questions about his opinions to privacy issue, he
said he is willing to share and trust the privacy agreement provided by big company, and he
usually won’t leave too much information about himself. When being asked questions about
sharing via cloud computing, he expressed that he is not quite sure what cloud computing
really is. But he thought sharing is fine, and got a little concern about if he could handle with
that, because he was got confused when he used PatientsLikeMe at first. Therefore,
according to TED’s response and the popularity of PatientsLikeMe, patients are willing to
share their health information and experience to help similar patients and also benefit
themselves in return. Concerns are the privacy of data and their skills.

TED told that the proposed solution probably be very beneficial when being asked his
opinions. He also mentioned that there might be some risks that the information will be
misused by third parties. Anonymous is good, but he concerned the results might be
delivered to a wrong person. And he thought the function of enabling share what and where
they want to share is very important to his feeling. About the initial patient client interface,
he mentioned that it will be better if every item and step be attached detailed explain. At the
end, he expected automatic medical device could be worked with health information sharing.
He figured that the participation of physicians and nurses is probably helpful, and boosts
confidence for patients.

5.3 Discussion

5.3.1 Current Status of the Research Area

Patient health information sharing is always a critical problem either in normal healthcare or
coordinated care, especially when dealing with chronic diseases. Most of the current
healthcare systems are hospital centered model, in which doctors make treatment decisions,
and patients barely participate in their own healthcare. Healthcare resource shortage is
always a big problem when dealing with chronic diseases, especially in developing countries.
There have been many researches trying to address the problem, such as the mentioned
Smart CDSS [12], DACAR project [9] and web based data management application [4].
These researches have the potentials to reduce the burden. However, there are no essence
changes, and the key factor, which is patients, did not play the vital role in managing their
health as they should play. Some other proposed researches might have drawbacks such as
confusing the roles in the system or less concern on security and privacy.
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The status of aged population and growing chronic disease patients calls for a new patient
centered model, which requires a continuing collaboration and connection among patients,
different healthcare providers, communities and research institutions. It requires active
participation of patients, and widely accessible patient information. The sharing of health
information is the key of this kind of new healthcare model. The mentioned research of
health self-management service [14] supports diabetes patients to track their blood glucose
level. Although the provided services are relatively basic, it encourages patients to maintain
their healthcare actively, and integrates with other PHR service to enhance the usability and
interoperability.

The main obstacle of encouraging patients to share their health data is the privacy and
security of their health data. The key in this process is giving patients the control over their
own data. And regulations on patient data sharing need to keep up with the pace of
development. The policy difference between nations is another barrier to make the health
information sharing and care cooperation worldwide.

5.3.2 Contributions

The main contribution of this research is a potential hybrid cloud platform which has the
abilities to address the problem of sharing long-term home monitored chronic disease patient
health information, and to extend the value of the shared large volume health information to
promote the treatment. Since chronic diseases will influence patients in a long last duration,
many health conditions such as physiological signals need to be monitored, and most
conditions of chronic diseases might be avoided by changing lifestyles and dietary, thus the
continuous long-term monitoring, recording and sharing by patients is a better way to deal.
The proposed system enables patients self-manage and share their health information to
hospital private cloud at their homes, this makes chronic disease patients have independent
livings and improves the quality of their lives.

In addition, the comprehensive long-term health data of patients has great potential benefits
to provide further healthcare out of hospital and high value samples for researches. The
proposed potential hybrid cloud platform enables patients to share their health information to
a public cloud service platform, to receive various health related services, which are unlikely
provided by hospitals, and to make contributions to researches on their diseases, which are
probably beneficial to their healthcare in the future. Besides, the proposed system enables
patients to record and share comprehensive health related data, and at the same time
guarantees patients’ greatest concerns, the security and privacy. By analyzing some
regulations on protecting patient data either in Sweden or outside Sweden, one of the major
ideas is obeying the willingness of patients. The proposed system therefore obeys the same
idea to give patients choices. All the health information is anonymous when sharing to a
public cloud service platform. Patients can choose the services or research organizations to
share all by themselves. And the health record is split apart into sections, patients can only
share the required sections to certain service program, or the sections they want. The
interviewed experts agreed with the proposed sharing method as well.

Currently, due to the hardware limitation, inadequate skills and limited time, only a vertical
prototype is implemented. The communication between the hospital and third parties is not
yet established. But the key point of this research is to make the health information available
from patients to healthcare providers, and there have been a lot of researches on the
information exchange between healthcare organizations already. However, the key functions
of recording and optional sharing from patient to private or public cloud have been achieved.
As planned, the proposed hybrid cloud system has the potential of becoming a platform for
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the purposes of enabling self-management of chronic disease patients, promoting the
monitoring and treatment of chronic diseases, and contributing to healthcare researches.

5.3.3 Future Trends

An optimistic point is that this kind of cloud based solution is driving force for good
interoperability and no patient data locked in one product. There seems to be a vast array of
EMR, EHR and PHR products, which patients may be got locked in to one product and then
find it is not compatible with a better or updated product from the previous system provider.
In a cloud based solution like the proposed one, data will be contained in a widely identified
international standard. And all the data will have an entire backup in private cloud and in
patient client devices. It gives patients their own controls over their data. However, to make
the changes of interoperability and transferability at an international level, it requires
worldwide organizations to promote.

Either in accordance with the trend of development, the opinions from interviewees, or
discussions with professionals in this area, automation and mobilization are the future of
health information sharing and self-management. The more and more utilization of
automatic devices for monitoring and recording will significantly reduce human errors and
the impact from patients’ lacking of medical knowledge. So many people around the world
have mobile devices such as smart phone and tablet. These mobile devices enable patient to
record, share and check feedbacks anywhere, and have the potential to discover a new
variety of health data. Mobilization and cloud computing are compatible in nature.

5.4  Qualitative Validity

According to William M.K. Trochim [85], there are four criteria to validate a qualitative
research, credibility, transferability, dependability and confirmability.

54.1 Credibility

Believable or credible from the perspective of the participant is a key criterion to the results
of qualitative research, since the purpose of a qualitative research is to describe or
understand the phenomena of interest from the participant's eyes [85].

After evolved from certain related literatures, the preliminary idea had been discussed with
supervisor and senior to confirm the potential feasibility. All the concepts, definitions,
statistics and other related knowledge in the process of theoretical work are extracted from
published literatures, book chapters, official websites or other trusted sources, after synthesis
and analysis. The selection of cloud deployment model and the design of prototype are based
on the acquired knowledge, credible information and analysis. And the feasibility has been
proved by the implemented vertical prototype. The positive opinions from the uninfluenced
interviewees made the results more convinced. However, the results of patient interview are
not well enough due to the limited respondents, unfavorable communication, and patient’s
privacy concern or insufficient knowledge.
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5.4.2 Transferability

Generally, if a research cannot be transferred or referenced to other researches or applied in
practice, the value of this research is relatively low. Transferability is primarily the
responsibility of a qualitative research, it refers to the degree of the research results can be
generalized or transferred to other contexts or settings [85]. According to William M.K.
Trochim, clearly and comprehensively describing of the research context and the
assumptions can improve transferability.

Although this research started with type 2 diabetes patient self-management information
sharing, the method of data segmentation can be formulized to other chronic diseases. The
research context and settings are clearly described from concepts to analysis. Therefore the
modeling of system and the design of prototype can be easily generalized and evolved to
other similar research contexts. The implementation of the vertical prototype is based on
open source software and open API. The initial version of health record format is slightly
modified from CCD, a widely accepted health record standard. It can be easily enhanced into
practical application.

5.4.3 Dependability

Another criterion is dependability. The ever-changing context occurs in research is need to
be accounted by researcher. Describing the changes occurred in the setting, and explaining
how the changes will affect the research approach are the responsibilities to the researcher.
[85]

The research was primary started with general chronic diseases self-management. Then it
was found impossible during a limited period of time and also unnecessary to deal with so
many different kinds of chronic diseases before long. Therefore the research turned to start
with type 2 diabetes self-management information sharing. In the set application scenario,
the information sharing of most chronic patient self-management are similar, so the impact
of this changed context is very small. The host of OpenStack turned from physical machines
to virtual machine is another change. Consider that this is an implementation of a prototype,
and all the functions are trouble-free running, so this change of setting is dependable as well.

5.4.4 Confirmability

Confirmability is the degree of research results could be confirmed by others, it is under the
assumption that unique perspective is brought by researcher to that study [85].

After deeply studied related literatures, analyzed the proposed solution, and tested the
implemented prototype, then the idea of this research, the proposed solution, and the
prototype were shared with interviewees, who were invited to evaluate and improve this
research. Although a few questions might not be answered at great large due to some
interviewees’ limited time, the entire interview was well conducted. The interviewed experts
praised the proposed solution, and provided many valuable advices for further research. In
addition, the proposed solution was also agreed by other interview candidates, who had
discussed with author about this research but had no enough time to be interviewed.
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6 EPILOGUE

6.1 Conclusion

The objectives of this study are to address the problems brought by the purpose of sharing
patient self-management health information to hospital and third parties for better treatment.
The increasing chronic diseases care, which is costly and time consuming, is a major
challenge in healthcare. Self-management is becoming a more and more important method
for chronic patients to deal with their diseases by continuously monitoring and recording
health vital signs and other related data. Therefore patient-recorded health information
sharing is the key process to promote the treatment of chronic diseases, either sharing to
hospital or other healthcare related organizations. This relatively new requirement brings
challenges as well. One problem here is that, among the plenty of data generated in patient’s
daily life, what data is valuable to record and share, and what data is suitable to share to the
non-fully trustful organizations.

The process of the long-term monitoring huge number of patients will generate a big volume
of data. The traditional server-client computing system is no longer suitable to deal with the
high demand workload of sharing these huge amount patient dairy health data. So the
scalable and flexible cloud computing is recommended to handle this problem in this
research. Another problem is the appropriate selection of cloud deployment model, since the
sensitive health data is going to be shared with multiple stakeholders who have different
properties and credibility.

For addressing these problems, author analyzed the information and knowledge gained from
the process of literature review, then implemented a vertical prototype of the conceptual
hybrid cloud solution, and performed an interview to gather expert opinions to evaluate and
improve the proposed solution. As a result, the prototype, which is developed with
OpenStack and AWS, successfully worked with the functions of recording health
information, sharing to the private cloud and optional sharing to the public cloud. The way of
health data segmentation and the proposed hybrid solution are agreed by interviewees.
However, according to the analysis of interview and literature review, privacy and security,
interoperability, regulations and medical knowledge of patients are the issues need to be
addressed steadily.

Through researching particularly with type 2 diabetes, the proposed solution is capable of
dealing with other chronic diseases just with slight modification, since the method of
segmenting valuable and suitable health data is similar. Therefore the proposed hybrid cloud
solution achieved the objective of sharing patient recorded health information in the
application scenario of chronic disease self-management. In addition, the modeling of system
and the design of prototype can be easily generalized and evolved to meet other similar
purposes, since the utilized software, APl and standard are open.

6.1.1 Answers to Research Questions

RQ1: What form of patient self-management health information sharing guarantees privacy
and security when utilizing cloud computing among trusted and semi-trusted stakeholders?

By analyzing the information and knowledge gained from the process of literature review
and some policies and standards on patient privacy protecting, it was identified that
physiologic measurements such as blood glucose, blood pressure, medication dosage such as
insulin injection, non-physiologic measurements such as mood and pain, lifestyle and so on
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(Table 3) are valuable to record with metadata and share for long-term monitoring and better
treatment. It was also found that the whole health record including personal information are
suitable and should to be shared to certain doctors in hospital, who are trusted, under the
willing of patient. And it is inappropriate to make personal information appeared in the
health record share to third party organizations who are semi-trusted. In the application
scenario with cloud computing, there is no need and should not to share the whole record. To
guarantee privacy and security of patient data in cloud among trusted and semi-trusted
stakeholders, anonymous sharing and patient opt-in with restrictions consent model are the
better choices. Patients have the right to control their health information, to share what they
are willing to share for certain purposes. And it may be important to offer patients the
reasons why they should share any items they initially indicate they don’t want to share or
encourage them to consider sharing those items for specific purposes that might benefit them
or other patients.

RQ2: Which cloud deployment model is suitable for sharing patient-recorded health
information among trusted and semi-trusted stakeholders?

After discussed the definitions, characteristics, advantages and disadvantages of the four
cloud deployment models, the community cloud was considered as inappropriate. It is
because the third party organizations and hospital have their own different interests other
than common shared mission and compliance in this application scenario. Then the public
cloud, private cloud and hybrid cloud were analyzed and compared on five factors (section
2.7.1 — 2.7.5). It was summarized that hybrid cloud is a better choice in this application
scenario due to the combined characteristics of public cloud and private cloud. A hybrid
cloud based prototype was implemented to prove the feasibility and suitability. In addition,
the expert opinions from the interview also approved that the hybrid cloud deployment
model is suitable for sharing patient-recorded health information among trusted and semi-
trusted stakeholders

6.2 Future Work

The total plan of the proposed solution is too broad, it is nearly impossible for a master thesis
work to complete the whole system. Although the prototype achieved the main functions of
recording health information, sharing to private cloud and optional sharing to public cloud,
there are still works remained to achieve an actual usable hybrid cloud based health
information sharing solution. The traditional healthcare model has its limitations to deal with
growing chronic diseases. An open platform with plenty of third party healthcare services
will be a great complement to the existing healthcare systems for a better use of shared
health data. For achieving an interoperable solution, common medical coding system
standards and health record standards such as CDA or CCD are worth to implement in the
solution for interoperable electronic health information exchange.

Patients own their health data, hence the control over their data should be given to patients.
Ideally, patients should be able to edit or even retract these permissions at any point in time.
The expectation of privacy protected in cloud requires a strict mechanism of authorization,
authentication, and access control. Fine-grained access control might be a good choice to
protect patient privacy. Either in the transferring process or storing, the encryption of health
data is an essential feature to guarantee the security of data. Database level encryption seems
a good way to ensure health data security in the cloud.
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Health data is complex but what patients needed is a much simpler way. Expertise from
chronic disease healthcare is therefore required to guide the process of health data
segmentation, data object selection and health data recording. And it is critical to offer the
information and explanations in both written and verbal forms for patients to understand the
terms and concepts. Besides the works mentioned, more requirements and opinions are
needed from chronic patients. Due to the time limitation, some dedicated experts in the
related areas have not been interviewed.

Look to the future, the integrating of automatic health devices and personal mobile devices is
a vital task of health information sharing and chronic disease self-management. The
automatic way of health data collection is not only to facilitate patients to record massive
data, but also to reduce errors due to lacking of medical knowledge. And the support of
mobile devices not just releases patients from a restricted place, it also brings a flexible way
of collecting data, or even a new variety of health data.
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APPENDIX

A. Interview Transcripts

Interview with Mark Braunstein
About you

1.

What are your roles and responsibilities in your work?

| teach health informatics and am involved in research on its applications to the
problems of health care delivery in the US.

Interview Questions

1.

What are the major barriers for adopting cloud computing in eHealth? How will they
affect the effectiveness and usefulness of health information exchange?

The major barrier is discomfort with sensitive and protected health information being
stored off site and out of the control of healthcare provider organizations. However,
many contemporary health IT tools (such as personal health records and even some
newer electronic medical record systems) are cloud based.

What benefits do you see from patients sharing self-management health data through
the cloud? What challenges/barriers do you think there might be?

The management of chronic disease has long been unsatisfactory because patients are
outside of the purview of their healthcare providers except when they are in the clinic.
This can lead to unnecessary visits which wastes time and resources or to visits that
happen long after they were needed which can lead to the development of complications
requiring expensive or even hospital-based care. A more continuous flow of information
from patients to their care providers could potentially allow for a more continuous
approach to care management avoiding both of these potential problems.

Patients with chronic diseases face the challenge of complying with possible complex
medication regimens and other instructions about their diet and exercise programs and
recording of information about their compliance, clinical status and symptoms. The
technologies to support these activities have yet to achieve a level of simplicity and
usability that is sufficient for their routine use by all patients.

In your opinion, what will most affect the selection of the cloud computing model for
supporting health information sharing?

Security and privacy of the health information stored in the cloud.
How can data be protected in the process of transferring and storing it in the cloud?

Many technologies exist today but none of them is completely secure. The current best
approaches use the same encryption technologies that are used for other sensitive
transactions (e.g. financial transactions) done over the Internet.

What methods are usually performed to ensure the privacy and security of data stored in
the cloud? Can these mechanisms meet the requirements of protecting the privacy of
health information contributed by patients in your opinion?

As stated in my prior answer, technologies to secure health information are available
and have been developed for other Internet based applications. Privacy is a much more
difficult problem and one for which no really satisfactory solutions exist. Health data is
complex and what is needed is a simple, transparent means for patients to indicate what
data they wish to share and for what purposes and by whom it can be accesses. Ideally
patients should be able to edit or even retract these permissions at any point in time.

59



10.

In the proposed prototype system, the roles divide into patients, hospitals, third party
research institutions or health related service providers and eHealth service providers,
operating within a local home client, a private cloud or a public cloud. Do you have any
suggestions on this?

This model seems correct to me so long as it can handle multiple instances of each role.
For example, a patient may be sharing data with more than one hospital, research
institution or service provider and their sharing preferences may differ among the
instances within each role.

To facilitate patient indication of the data they wish to share, health data is divided into
sections. Patients can choose the sections they want to share or only data items within a
section. Is there any potential problem when a lot of incomplete health data sections
appear in the cloud?

You didn’t ask but it is critical that patients are able to understand the terms and
concepts offered for them to choose. So long as there is enough patient participation the
gaps that exist in individual patient datasets because of reticence to share may not be a
problem. However, if virtually all patients don’t share particular data items an
incomplete picture of care may not be available for research or aggregate reporting
purposes. It may be important to offer patients reasons why they should share any items
they initially indicate they don’t want to share or at least encourage them to consider
sharing those items for specific purposes that might benefit them or other patients with
their conditions.

In the initial prototype system, the uploaded health data is stored in an object storage
system, OpenStack Swift and AWS S3. What is your opinion about this, from the
perspective of efficiency and operability for further utilization of data?

No opinion other than | believe open source technologies should be utilized wherever
they can provide secure solutions.

What do you think about the proposed hybrid cloud system?

| think it is an interesting and worthwhile thesis project but one that will require careful
consideration and meaningful solutions to the problems your pose and some of the
issues | raise here.

Do you have any other suggestions to improve this prototype and the proposed system?

| assume the user interface you show in this document is a prototype. The actual patient
facing interface will need to be much simpler and will need to offer the information and
explanations I’ve suggested in both written and verbal (e.g. video) forms. For example,
I’m not convinced that all patients can understand any of the terms used in the Chose
What to Share column of choices.

Interview with AndréCavalleiro
About you

1.

What are your roles and responsibilities in your work?

Healthcare IT Manager at FIDI, a not for profit organization, privately held and one of
the biggest teleradiology service provider in Brazil, performing about 3 million
examinations per year. In this context | am in charge of the IT operations over 54 units
(which produces all types of medical images) and 4 reading centers.

Interview Questions
1. What are the major barriers for adopting cloud computing in eHealth? How will they

affect the effectiveness and usefulness of health information exchange?

60



Since cloud computing is relatively new, there is a “natural barrier” against its adoption.
Technically speaking, and assuming that your Hybrid Cloud Based solution is a mix of
SaasS and laaS, | do see a couple of things that could affect the exchange of information:

* Interoperability — plenty of different systems supposed to exchange the same patient
health information (PHI)

e Technology — distribution, access and utilization

* Privacy & Security — protection against intrusion, unauthorized use, data corruption,
damage, fraud, safeguard

» Standardization — existing and new rules that will rule the act of sharing the PHI

What benefits do you see from patients sharing self-management health data through
the cloud? What challenges/barriers do you think there might be?

| would say that some human factors can negatively affect the sharing of data. The
individuals that will be self-managing and sharing their information, either to the private
or public cloud, must be aware on how and when to do it. Indeed, some basic (at least)
technical skills are necessary for the patient to “pull the trigger” and start the process of
sharing.

In your opinion, what will most affect the selection of the cloud computing model for
supporting health information sharing?

In the cloud model data is being archived somewhere by a business associate (e.g. cloud
provider, healthcare facility) which is co-responsible for the privacy and security of the
patient health information. However, how to get a “Business Associate Agreement”
which clearly defines the shared responsibilities among the parties is a factor. Lack of
this Agreement may be accepted in developing countries/regions, but not in the US for
instance. In the other hand, technical issues (not legal ones) may be a barrier in 3rd
world or developing countries in order to adopt the model. So the legal and technical
issues can affect the selection of the cloud model.

How can data be protected in the process of transferring and storing it in the cloud?

Encrypting the data seems to be the way to transfer and store/archive the PHI in a safe
way.

What methods are usually performed to ensure the privacy and security of data stored in
the cloud? Can these mechanisms meet the requirements of protecting the privacy of
health information contributed by patients in your opinion?

Products like Porticor (http://www.porticor.com/features/) can be used to reinforce
security, nevertheless some of the cloud storage providers like Amazon Web Services
are HIPAA and HITECH compliant. The transfer part of the process can be done
through a VPN.

In the proposed prototype system, the roles divide into patients, hospitals, third party
research institutions or health related service providers and eHealth service providers,
operating within a local home client, a private cloud or a public cloud. Do you have any
suggestions on this?

In general the solution looks good. The locating of each role in different place in the
hybrid cloud seems good for dealing with privacy and security.

To facilitate patient indication of the data they wish to share, health data is divided into
sections. Patients can choose the sections they want to share or only data items within a
section. Is there any potential problem when a lot of incomplete health data sections
appear in the cloud?
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It depends on what the other party is expecting to receive | guess and the use of the
information is being provided.

In the initial prototype system, the uploaded health data is stored in an object storage
system, OpenStack Swift and AWS S3. What is your opinion about this, from the
perspective of efficiency and operability for further utilization of data?

I am an AWS S3 and Glacier user, and so far | have no complaints about it. I am
heading to have 500 million medical imaging examinations archived in the cloud or
25TB of data. I am not familiar to OpenStack.

What do you think about the proposed hybrid cloud system?

At first sight looks good as | have said.

Do you have any other suggestions to improve this prototype and the proposed system?
It is need to mention that there is a need of using a XDS to manage the PHI.

Interview with Marian Lenehan
About you

1.

Please briefly describe your experience in healthcare.

| used to be a nurse in a private hospital, and | taught nursing last few years. Recently |
find Health Informatics is fascinating, and I start to pursue a MSc in Health Informatics.

Interview Questions

1.

When a patient suffered chronic disease (or specifically diabetes type 2), what kind of
health data is valuable and suitable to record and share?

Blood glucose level is valuable to record. My father had Type 1 Diabetes for over 30
years and found it very difficult to manage. As far as | know, Type 1 diabetes was
usually associated with leanness. More recently, obesity has given rise to additional
cases of Diabetes, often Type 2. This phenomenon seems to be associated with behavior
change in relation to diet and exercise.

Have you heard about cloud computing? What challenges/barriers do you think there
might be in sharing self-management health data through cloud computing?

I only know a little bit of cloud computing. | agree that information in the cloud seems
to be the future direction for HIT. However, it sounds like a mammoth task to make that
happen while assuring the individual about issues of privacy and security of their
personal healthcare information.

What do you think of a home based solution that chronic disease patient can record and
share health information to his doctor for long-term monitoring, upload to a third party
platform for receiving health related service, and contribute to healthcare researches?

It sounds like a good idea. The use of informatics in laboratory work is so crucial. |
watched a TED talk where someone recommended printing the lab results for the
patient, not the doctor, in order to incorporate feedback and health advice. The attractive
layout and additional information made the document very client centric - as it should
be. As you mentioned in the solution, bring on the big data empowers the care.
Healthcare technologies like these are changing patients’ lives for the better by making
things so much more accessible.

What challenges/barriers do you think there might be in the proposed system?

I think concerns about data privacy and security might be obstacles, as what is holding
healthcare informatics back. In the US, | believe the person owns the data, but the
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provider owns the media that produced it. In the UK the Department of Health owns the
record.

According to the patient interface of the prototype system, what would be the barriers
for patients to record their health information?

Lacking of medical knowledge might be a barrier. And data is getting bigger, we can't
insist on controlling it any more. The lights are on automatic pilot, all we can do is insist
of secure platforms for storage and use.

In the procedure of sharing to a public cloud, health data is divided into different
sections to support a patient opt-in consent model. This facilitates patients having
the ability to choose what they want to share when sharing data to a certain place.
What do you think about this? Is there any potential problem when a lot of
incomplete health data sections appear in cloud?

In general it looks good for data privacy and security.

In the phase of choosing what to share, do you think can patients understand the
meaning of each option? If not, how to improve it?

I’m not sure. More explanation to items will be better.

When a patient encounter an emergency case in other place, how is the process of
transferring medical record?

I haven’t been in hospital for a long time. In your case, I don’t know if there are
any rules on that. In my opinion, it needs to urgently address the need for coordinated
care in relation to chronic diseases management, particularly in the case of diabetes.

As your experience, do you have the confidence on the accuracy and reliability of health
data recorded by patients themselves? If not, what is your opinion to improve this
situation?

It is worrying that the data may be unreliable. Automatic way will be better. Recently |
found a wireless device for constant monitoring of blood glucose level, this would be
helpful.

Do you have any suggestions on this prototype and the proposed system?

I’ve watched a TED talk about an eMobile phone data collection programme. Mobile
Health may be a good place to go further, as so many people around the world have this
basic device. Interoperability is another key. It's tragic that we are not taking full
advantage of the interoperability of computer systems.

Interview with TED
About you

1.

Briefly describe your condition, please.
Diabetes Type 2 diagnosed in 2005, now is under control.

Interview Questions

1.

Have you ever used any system for self-management, which you record your health data
by yourself? Do you worry about the privacy issue when you use them? Simple or
complicated to use them?

I’m using a website PatientsLikeMe recently. Probably be ok because I didn’t leave
much about myself. I would say it confused me at first, it’s getting better and then.
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11.

Do you think sharing home-monitored health data beneficial or not? If beneficial, what
kind of data is valuable and suitable to record and share?

Yes, of course | believe it’s beneficial. It organizes my treatment and symptoms, the
good thing is | have a chance to know what is working for others. | think my tests and
the treatment, or some side effects are probably worth to share.

Have you heard about cloud computing? Will you willing to share self-management
health data through cloud computing? What will be your concern about this? If not,
what are the barriers for you to use?

I’m not quite sure what cloud computing really is. Sharing is fine. | have a little concern
about if I could handle with that

What do you think of a home based solution that chronic disease patient can record and
share health information to your doctor for long-term monitoring, upload to a third party
platform for receiving health related service, and contribute to healthcare researches?

It sounds pretty good. My physician will be convenient to monitor.

What barriers do you think there might be for you in this proposed system? What
should be noticed in this process?

I don’t know. If gonna to say, probably be the information abuse by third party.

The health data shared to third parties will be anonymous, does this relief your worry
about health information leakage? What is your suggestion for protecting your privacy?

Anonymous will be good. But, is there any risk of result misdelivery?

In the procedure of sharing to third party platform, health data is structured loose-
coupled to perform opt-in consent model, which makes you have the ability to choose
what you want to share. How do you think about this?

It’s good, you give the choices to patient, good feelings.

According to the patient interface of the prototype system, what would be the barriers
for you to record health information?

It looks good, might be a little simple. More detailed explanations of each item will be
better to me.

In the phase of choosing what to share, can you understand the meaning of each option?
If not, how could make you understand more clearly?

The same as above, more explanations

Besides what you know about this prototype system, what else do you expect from
sharing your health information? What will make you willing to use a system like this?

It would be great if the process of recording data becomes automatic, like the medical
meters.

Do you have any suggestions to improve this prototype and the proposed system?

If physicians or nurses work together with this system, it might be good, and gives
confidence to me.
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